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Chuwong | : Mang co ban
1.1 Mang (Network)
» Nhom hai hay nhiéu thiét bi két ndi véi nhau cho phép chia sé théng tin vatai

nguyén hé théng.
fia—=1 —

1.2 Mangndi bd (Local Area Network — LAN)
> Su két ndi clia cac thiét bi mang trong cuing mot vi tri dialy (van phong\ toa
nha).

Network Diagram
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1.3 Mangdién rong (Wide Area Network — WAN)
> Su két n6i clia cac thiét bi mang tir hai hay nhiéu ving khac nhau.
> Nhiéu mang LAN két ndi dén nhau.

Wide Area Interconnectivity of LAN

&
e
it oF “\x
3 ] &
L S S
Lan S WAN i &
W) =t

1.4  Mang do thi (Metro-politan Area Network — MAN)
» Lamang bao phu trong pham vi mot dé thi/ thanh phé.

Metropolitan Area Network Application

120k et MGSD-10080F

''''''' Spanning Tree
Redundant Connection

MGSD-10080F
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1.5 Mangcanhan (Personal Area Network - PAN)
» Hai hay nhiéu may vi tinh két néi véi nhau gi¢i han tir 4 — 6m.

~ -
b -
g """" & -
-f. “-
f" “'ﬁ

1.6 I nter net

LANS and WANS may be connacied Ino intemetwonks.

1.7  Nhirng kich thuwéc hé théng mang

Mang nhé cho gia dinh ~ Mang cho van phong nthé

Mang vira va to Mang toan thé giéi
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T IR Camera

1.10 Thiét bi dinh tuyén Cisco (Router Cisco)

Cisco Ewitch
192.166.1.2

——

DHGR anuu:;‘.)// /
,/ /’

&@ gﬁ 8 E

1.11 Thiét bi tvong Ira Cisco (Firewall Cisco)

100.100.100.1
Weh Server
A7 HTTP

i
r'.w ] Connection
% -

Translation

20.20.20.1 192.168.1.1

INTERNET

Outside Irside

ASA
Firewall

Connection: 192.168.1.1:1030 = 100.100.100.1:80
Translation: 192.168.1.1 = 20.20.20.1
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@mc}%c«m&m@m Jsoe Qersnt Qo () P | cisco

B vence T ey bosrd |

Trallic fvervies

Last updsted: 4:

UELEM Tep 10 Access Rules Last updated:

Irterval: |last hou % Based on; Packet Hits Display:
& / | Inkeiface Fulle# His Source Dest sarvice fictien
201 \

|inside z 119 @y @ any . ip  Permit
w0 / \\ | msice o 33 Al raidenetworkizs o any @ http W P

2257 258 280 2300 301
M Connections: 15 B NAT Mlates: 15

Dmpped Ped’ztsm

a0 Ten Usaae Status Last updabed: 401:41 P
il [ Ton 10 Servires | 16p 10 Sourcee | Tep 10 Daetinstione

| | Dtevali Last 1 bour % | Bamedun: Packel His ¥ | Display: [P |

15:57 15:58 15:59 1800 1881
M 4L Dropped. 0 M Tnspection Cropred. 0
Possibile Scan anc SYN Atack Rates W 3 HTTPS (12992) 65%
T W00 TR (7521 30
1 5191, Port-6191-65535 (457) 2%
I 1863 M51 Messenger (215) 1%
16911136 1%
1180 [138)0%
M 5150/R0L-ATM{33) 1%
5050 29 4%
W 53/THIS (33 0%
[ EERET

1887 1550 1540 A0 A1

<adrin> |15 @ [ s/11/07 11:01:51 P UTC

1.12 bDiénthoai st dung dia chi I P/ thiét bi thoai (IP phone/ Voice Devices)

SIP Phane
slipamerddemaln
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1.13 Thiét bi mang két ndi trong gia dinh

S

Phane line jack

¥ P
E}}"{{Z_

1.14 Gi6i thiéu vé Cisco
> Luon di dau trong ITnh virc ché tao cac thiét bi mang trén thé gioi.
> Bao gom cac thiét bi :

Thiét bi dinh tuyén (Routers).

Thiét bi chuyén mach (Switchs).

Thiét bi tuong Ika (Firewalls).

Thiét bi thoai (Voice Devices).

Trung tam lwu trir div liéu (Datacenter).

Thiét bi mang khéng day (Wireless ).

I =
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1.15 Céac cap béac chirng chi ctia Cisco

Certification Tracks

Collaboration

Data Center

Design

Routing & Switching

Security

Service Provider

Service Provider
Operations

Video
Voice

Wireless

Entry

CCENT
CCENT

CCENT

CCENT

CCENT
CCENT

Cisco Certified Architect

CCIE
(Cisco Certified Intemetwork Expert)

CCNP
(Cisco Certified Network Professional)
CCNA
(Cisco Certified Network Associate)

CCENT
(Cisco Certified Entry Networking Technician)

CCMA Data
Center

CCDA

CCMNA Routing
and Switching

CCMNA Security

CCMA Senvice
Pravider

CCMA Service
Provider
Operations

CCMA Video
CCMNA Voice

CCMNA Wireless

1.16 Thi chirng chi CCNA Cisco

YVVVVVYY

Thi trén may tinh.

Buoc quan tri thdng qua VUE www.vue.com
Chi phi thi
Thoi gian thi
50 — 55 céu hoi.
Céc dang cau hoi trong chirng chi CCNA :

: 2953.
: 90 phit.

/) Associate

Professional

CCNP Data
Center

CCDP

CCNP

CCNP Security

CCMP Service
Provider

CCMP Service
Provider
Operations

CCMP Voice

CCMP Wireless

a. Luwa chon nhiéu dap an.
b. Teslet (dang tong hop 4 — 5 cau hoi str dung chung mot mo hinh).
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™,

Expert // Architect

CCIE
Collaboration

CCIE Data Center

CCDE CCAr

CCIE Routing &
Switching

CCIE Security

CCIE Service
Pravider

CCIE Semvice
Provider
Operations

CCIE Voice

CCIE Wireless
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c. Kéovatha dap an.

d. M6 phong cac bai lab.

e. Simlets (gidng vai teslet nhwng khéc la sé hién thi cac cau Iénh).
> Diém thi d6 chirng chi : 825/1000.

1.17 Nhirng ndi dung mai trong CCNA 200-120

Hoat déng cua di liéu mang.

Diachi IPv4/I1Pv6.

Cong nghé mang chuyén mach mang LAN .

Cong nghé dinh tuyén IP.

Céc thiét bi bado mat trong hé thdng mang.

Khac phuc 16i trong hé théng mang.

Co6ng nghé mang WAN.

Thong tin chi tiét : http://bachkhoa-aptech.com/ hodc www.cisco.com

VVVVVYVYYVY

1.18 Nhirng diéu ban dat duoc
> L&p hoc theo tiéu chuan quoc té.
> Nhirng cudn sach chi tiét vé cac bai lab thuc hanh.
> Video chi tiét vé bai hoc.
» Cac cong cu md phong hé thong.
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Chuwong I1: TCP/IP

Giao thirc (protocol)

> Tap hop céc quy tic cho phép céc thiét bi cd thé giao tiép, trao d6i théng tin
V@i nhau.

» Céc giao thirc mang pho bién :

TCP/IP

IPX/SPx

Appletalk

Netbios

oSl

® o0 o

TCP/IPlagi
» TCP/IPlagiao thirc co ban dwgc sir dung gitra cac may vi tinh va cac thiét bi
mang truyén théng véi nhau .

i R

r_{'“;ﬁ} 5?';1 L
Piachi TCP/IP

» Diachi IP la diachi Logical dwgc cung cap cho toan bd cac thiét bi trong hé
thong mang.
> NA&m trong ting mang - Networks (tdng 3 5; 5; S! gl

trong md hinh tham chiéu OSl) . Ej:omr
> 2phiénbanIPla: F P"“T]
a. IPv4 o 5 ‘
b. IPv6 PC's ?
Intarnet /| WAN
Pia chi IPv4

> Biéu dién dwdi dang nhi phan (bit 0 va1).

» VD :biachi P 192.168.1.2 & dang nhi phan (32 bit) la
11000000.10101000.0000001.00000010

» 32 bit duoc chialam 4 octet: 11000000 — Octet thir 1.
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10101000 — Octet thtr 2.
00000001 - Octet thtr 3.
00000010 — Octet thtr 4.

» Diachi IP& dang Thap phan: 85.5.191.1
10.1.1.1

First Octet Third Octet

Second Octet Fourth Octet

10 1 1 1

I ] 10 11 1
00001010 00000001 00000001 0QOOOOOO1

2.5  Bang chuyén doi tir hé Nhi Phan sang hé Thap Phan

1 1 0 0 1 1 0 0
2’ 2° 2 2t 2 22 2! 2°
128 64 32 16 8 4 2 1

Giatri thap phan khi quy d6i = 2°x 0+ 21 x 0+ 22x 1+ 2°x 1+ 2°x 0+ 2°x 0+ 26x 1 +
2'x 1 =204
Vay giatri thap phan khi quy déi tir ddy s5 hé nhi phan 11001100 = 204

1 1 0 0 0 0 0 1
2’ 28 2 2t 2 22 2! 2°
128 64 32 16 8 4 2 1

Giatri thap phan khi quy d6i = 2°x 1+ 21 x 0+ 22x 0+ 2°x 0+ 2°x 0+ 2°x 0+ 26x 1 + 2/
=193
Vay giatri thap phan khi quy ddi tir ddy s5 hé nhi phan 11000001 = 193

x1

2.6 Bang chuyén doi tlr hé Thap Phan sang hé Nhi Phan

Website: www.i-tech.edu.vn

Email: info@i-tech.edu.vn

Nha C, S6 290 Tay Son, Bdng Ba, Ha NGi.
Dién thoai: 024.666.222.76 / 09.666.222.76

—._._4




il 1-TECH

VIEN BAO TAO GNTT QUGG TE I-TECH

Convert Decimal to Binary
192.168.10.10

11000000 10101000

128 64 32 16 B

168 =128, place a 1in the 128 position 1

-128 subtract 120
40 <64, place a 0 in the 64 position 1 1]
do not subtract
40 > 732 place a 1.0 the 32 position 1 (4] 1
-32 subtract 32
8 <16, place a0 in the 16 position 1 (4] 1 1]

do nol subtracl
8 =8, piace a 1 in the 8 position

192.168.15.60

VAN

11000000 . 10101000 . 00001111 . 00111100

Bbﬂs 1byle 8 bits, 1byle ants ‘lbyte 8b|ts 1byle

\Z

|11000000101010000000111100111100I
32 bits, 4 bytes

2.7 Gan mot dia chi IP tinh cho may vi tinh
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U Ethernet Status X [ Ethemet Properties X
General Networking  Sharing
Connection Conned usng;
IPv4 Connectivity: Internet g Realtek PCle FE Family Controller
IPve Connectivity: Mo network access
Media States Enzhied This connection uses the following items:
Duration: 02:37:19
i 2 3Q05 Packet Scheduler ~
et £00:0.Mbpe ? ESET Personal Firewall
Details. | . Link-Layer Topology Discovery Responder

4 Intemet Protocol Version 6 {TCF/IPvE)
N Irtemet Protocol Version 4 (TCP,
& Link-Layer Topology Discovery Mapper 10 Driver

Activity O .. Microsoft Network Adapter Multiplexor Protocol w
— < >
Sent —— %‘ - Received 1 -
e A Install.. Urirst=il | Properties
Bytes: 24,557,449 | 255,359,764 Deseription

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

(S| [ @ | [ Dorees |

s | ok || cancel

Internet Protocol Version 4 (TCP/IPvd) Properties kY
General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(®) Use the following IP address:

IP address: 192 . 168 . 0 .

I!

Subnet mask: 255 235,255 0

Default gateway: 192 . 168 . & . 1

Obtain DMS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server:

oo
5
G
=

Alternate DNS server:

[ validate settings upon exit FRmmmEn
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2.8 Gandiachi IPv4 dong cho 1 Host

Internet Protocol Version 4 (TCP/IPv4) Properties *
General  Alternate Configuration
e DHCP  (Dynamic Host  Configuration
for the appropriate IF settings. N . o« N »” , ,
e ? Protocol): 1a dich vu “dugc ding” cho phép gan
IPv4 mét cach ty dong cho céc host trong hé

(@) Obtain an IP address automatically
() Use the following IP address:

] théng, giam thiéu khoi lvgng cong viéc clia cac
] quan tri vién hodc nhan vién ho trg mang va theo
T d6 loai bd cac 16i két ndi khong dang co .

(®) Obtain DNS server address automatically
() Use the following DNS server addresses:

. . ]
. . ]

Validate settings upon exit Advanced. ..

Cancel

2.9 Pham vi kha dung cualPv4
> L&y VD cho octet d4u tién : 8 bit dau tién, giatri cd thé 1a0val & moi bit, vi
vay ta co 256 giao hoan.

20 35 9% B PR W
000O0O0OO0OO0=0

0000O0O0TUO0TI=1

000O0O0OO0TO0=2 Total IP Address Range
0000O0OO0TI1=3 0.0.0.0
0000O0OT1 O0O0=4 to

: 235253 055255
1 1 1 1L L 1 1 k=255

2.10 Céclép diachilP (IP Address Classification)
» Diachi IP duoc chiathanh 5 1&p sau:

LopA: 0 - 127

LépB: 128 - 191 } Dai diachi IP clia cac 1¢p dia chi mang.
LopC: 192 - 223

LopD: 224 - 239 Sk dung cho céc dich vy, giao thirc Multicasting.
Lép E: 240 - 255 S dung cho nghién cru va phét trién.
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2.11 Phan MangvaHost
> Diachi IP dwogc chialam 2 phan la Network ID vaHost ID.
> LopA :N.H.H.H
» L6pB:N.NHH
» L6pC:N.N.NH
> H: Host ID - diachi clia mot thiét bi cu thé trong hé théng mang.
» N : Network ID - la dia chi cap cho tlrng mang riéng.

2.12 Mang va dia chi Broadcast

» Network ID:
a. binh danh cho mdt mang.
b. Cac bit trong phan Host ID déu la bit 0.

» Diachi Broadcast :
a. Ladia chi dai dién cho toan bd thiét bi trong mét mang.
b. Ladia chi IP 16n nhat trong mot dai mang.
c. Céac bit trong phan Host ID déu la bit 1.

» |P kha dung trong mdt mang:
a. Lanhing IP c6 thé st dung dé gan cho cac Host.

v VD -diachilop C:
192.168.1.0 — dia chi mang.
192.168.1.1 — 192.168.1.254 — dia chi kha dung (c6 thé sir dung cho Host/client) .
192.168.1.255 — dia chi Broadcast.

v' VD -diachilép B:
172.16.0.0 — dia chi mang.
172.16.0.1 — 172.16.255.254 — dia chi kha dung (c6 thé st dung cho Host/Client).
172.16.255.255 — dia chi Broadcast.

v VD -diachilop A:
10.0.0.0 — dia chi mang.
10.0.0.1 - 10.255.255.254 — dia chi kha dung (c6 thé sir dung cho Host/Client).
10.255.255.255 — dia chi Broadcast.

2.13 Subnet — mask
> Subnet — mask la dé phan biét gitra phan Network va phan Host.
> 1 ladai dién cho phan Network.
> 0 ladai dién cho phan Host.
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» ClassA N.H.H.H 255.0.0.0
» ClassB  N.N.H.H 255.255.0.0
» ClassC N.N.N.H 255.255.255.0

2.14 DBiachiriéng (Reserved Address)
» ClassD vaClassE.
> GOm Network ID vaBroadcast ID.
» 0.x.x.x - khéng hop Ié.
» 127.x.x.x - danh cho dia chi Loopback.

2.15 127.x.x.x — dia chi L oopback
> Diachi Loopback la dia chi duoc s dung dé kiém tra giao thirc TCP/IP trén
chinh thiét bi do.

B8 Command Prompt

2.16 Diachi|P Private/ |P Public

m Public: 81.19.145.25

Privat: 192.168.100.2
— Public: 194.232.104.139 www.smartlab.at

" Privat: 192.168.100.1

—_— I/{l

Privat: 192.168.100.3
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1. Buoc sl dung trong mang LAN 1. Buoc sl dung la dia chi cdng cong
hoéc trong mdt to chirc riéng. trong Internet.

2. Khoéng dvgc nhan dién Internet. 2. Puwoc nhan dién trén Internet.

3. Céap phét tv do b&i nguoi quan tri hé 3. Buoc cung cap bdi nha cung cap
thong. dich vu (tr IANA), viéc cap phét

4. Ladiachi duy nhat trong mdt mang tuan tha cac quy trinh quy dinh
hodc mot td chirc. nghiém ngat.

5. Mién phi. 4. Ladiachi duy nhét trén toan ciu

6. Khong dugc dang ki chu s hiru. 5. Phai tra chi phi cho nhacung cap

dichvu (hay IANA).
6. DBuogc dang ky chu s¥ hiru.

2.17 Diachicanhan (Private|P Address)
> La diachi nhat dinh trong moi 16p diachi |P dugc céc t6 chire s dung dé cip
phéat cho céac thiét bi trong mang ndi bo.
> L6p A :10.0.0.0 dén 10.255.255.255
> L6opB:172.16.0.0 dén 172.31.255.255
> Lop C:192.168.0.0 dén 192.168.255.255

2.18 Phan bo diachilP
bang ky Internet theo khu vuc (Regional Internet Registries - RIRS)
bang ky chinh thirc tai IANA.org :
http://www.iana.org/assignments/i pv4-address-space/i pv4-address-space.xhtml

W REE
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2.19 Mang con (subnetting)
» Laquatrinh chiatlr mét mang Ién don thanh nhirng mang con.
> Mang con gilp cho giam thiéu sy 1ang phi dia chi IP.

o r R EEYY Y

192.168.14.0 192.168.14.1 192.168.14.254
Sub-net i i i
192.168.14.0 192.168.14.1 192.168.14.126
Network
192.168.14.0
Sub-net
192.168.14.128 192.168.14.129 192.168.14.254

220 FLSM vaVvLSM
> Mang con co thé duoc thirc hién theo 2 phwong hwéng sau :
a. FLSM (Fixed Length Subnet Mask — mang c6 chiéu dai c6 dinh).
b. VLSM (Variable Length Subnet Mask — mang c6 chiéu dai thay doi).
> Mang con c6 thé duoc thirc hién dyatrén cac yéu cau sau :
a. Yéu cau vé so Host(so host): theo cong thirc 2"— 2 > s0 hot.
b. Yéu cau vé Network (s6 net): theo cong thirc 2" > s6 net.
Trong do h = Host bit va n = Network Bit

221 ViduvéVLSM

VD vé chia diachi IP: cho dai mang sau 10.0.0.0/16
A : 200 host

B : 80 host

C: 15 host

Ban dau dai mang duoc cdp : 10.0.0.0/16
Puoc xac dinh 1210.0.0.0 vaéi 10.0 (16 bit ) [aNetlD va
0.0 (16bit) laHostID
mang di chia cho 200 host
co cong thirc : 2" - 2 > x (voi hlasd bit phan HostID — x lasd lwgng IP yéu cau)
vay 2"— 2> 200
<=>h=8vi28-2=254 > 200 host (yéu cau ban dau)
Vay HostID = 8
MaHostID + NetID = 32 bit, => NetID = 24 bit
Dai ban dau dwgc cung cap 1a10.0.0.0/16 |a 16 bit NetID va 16 bit HostID
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Dai sau khi chia cho 200 host cé 24 bit NetID va 8bit HostID vay & day NetID s& muon 8 bit
tlr HostID dé lam NetID (tlrc |aNetID s& muon thém 1 octet thir 3 tir HostID 1am NetID )
Dai ban dau viét lai du¢i dang nhi phan lala : 10/00000000[00000000]|00000000
(10.0.0.0/16)
Déi sau khi chiacho A : 10/00000000]00000000|00000000
(10.0.0.0/24)
8 bit clla NetID <& chay tlr 8 bit thdp nhat 1a0 : 00000000 dén cao nhat a8 bit 1: 11111111
Nhu vay ladai 10.0.00000000.00000000/24 s& chay tir 10.0.0.0 — 10.0.0.255 tirc la c6 254
diachi (pht hop cho viéc sir dung dé cho 200 host)

10.0.00000001.00000000 /24

10.0.00000010.00000000 /24

10.0.11111111.00000000
Vay dé chia cho 200 host ta duing dai dia chi 10.0.0.0/24 — 10.0.1.0/24
Tiép theo dé chiacho 80 host ta st sir dung ti€p dai tht 2, tir 10.0.1.0/24 dé chia

B: 80 host, si¥ dung cac phép tinh tuong tv taco : 2"— 2 > 80
Vayh=7vi2"-2=126>80

Vay NetID & day = 32 - HostID = 32 - 7 =25

Dai s¥ dung dé chiala 10.0.1.0/24 c6 NetID = 24

Dai str dung cho 80 host c6 NetID = 25

& day NetlID cii va NetID khi mang di chia chénh nhau 1 bit, nhw vay la NetID da muwon
thém 1 bit clia Host ID dé lam NetID

10.0.1.00000000/24

10.0.1.00000000/25

1 bit NetID muon ciaHostID <& ¢6 2 giatrilaOval, vay & day ta cé

10.0.1.00000000 tuvong duwong véi diachi IP dwéi dang thap phan 10.0.1.0/25
10.0.1.10000000 10.0.1.128/25

Vay dai dia chi mang di cho 80 host la tir 10.0.1.0/25 — 10.0.1.128/25

Tiép tuc mang di chia cho 15 host

Taldy tiép tlr 10.0.1.128/25 ra di chia.

Van &p dung cong thirc 2" - 2 > 15 vay h =5, vatir day ta co NetlD = 32 - 5=27

Dai dia chi ban dau mang di chia la 10.0.1.128/25 c6 NetID la 25

Dai dia chi sau khi da chiacho 15 host cd NetID 1a27. Vay & day NetID da mwon thém 2 bit
tlr HostID dé lam NetID.

Viét lai dai diachi IP dw6i dang sb nhi phan :

10.0.1.10000000 /25

10.0.1.10000000 /27

SO Bit NetID muon tir HotsID lam NetID |a 2 bit, s& ¢6 22 = 4 giatri tir 00 — 11 (00, 01, 10,
11)

10.0.1.10000000/27 viét lai dai diachi IP du¢i dang thap phan : 10.0.1.128/27
10.0.1.10100000/27 viét lai dai diachi IP du¢i dang thap phan : 10.0.1.160/27
10.0.1.11100000/27 viét lai dai diachi IP du¢i dang thap phan : 10.0.1.224/27

Vay dai dia chi mang di cho 15 host |a:
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10.0.1.10000000/27 — 10.0.1.128/27
10.0.1.10100000/27 — 10.0.1.160/27

2.22 MO0t vai vi du vé VLSM

> Du6i day ban co thé tim thdy mot vai so do mau co ban

2 host

2 haost

& - & &

== =
-

200 host 100 host

S
- -

50 hosi

10 IMost 50 ITost
T Marketing
192.168.1.0/24 192.168.2.0/24

200 ITost
Client
192.168.2.0/24
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1000 host HO : Head Office
BO : Branch Office

e
9

500 host % 200 host

/\

120 host 100 host 60 host 50 host 30 host 20 host

1000 host
172.16.0.0/22

0.0 t03.255
HO : Head Office

BO : Branch Office

%

500 host 200 host 200 host
172.16.4.0/23 % 172.16.6.0/24 % % 172.16.7.0/24
4.0t05.255 6.0 to 6.255 He e 7.0 ta 7.255

- - 6 & & & &

120 host 100 host 60 host 50 host 30 hest 20 host
172.16.8.0/25 172.16.8.128/25 172.16.9.0/26 172.16.9.64/26 172.16.9.128/27 172.16.9.160/28
8.0 to 8.127 §.128 to 8.255 9.0 to 9.63 9.64 to9.127 9.128 to 9.159 9.160 to 9.191

v Bai tap vé VLSM
» Lop C(C-Class):
a. Yéucau : 100, 50, 20, 10 (Host).
b. Yéu cau: 120, 40, 12, 4 (Host).
» LopB (B - Class):
a. Yéu cau : 4000, 1000, 500, 200 (Host).
b. Yéu cau : 16000, 2000, 200, 120, 100 (Host).
» LOopA (A -Class):
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a. Yéu cau : 32000, 8000, 1000, 500, 200 (Host).
b. Yéu cau : 4000, 200, 120, 60, 30, 12, 10 (Host).
2.23 Nhirng cau héi vé Mang con (Subnet)
» Tim subnet — mask, pham vi cla IP ( Biachi dai mang — Network ID va dia chi
Broadcast), Host kha dung, mang con (Subnet).

a.

@ "o oo0o

28.10.145.10/18
150.12.110.10/25
150.50.50.50/23
100.10.185.10/20
50.1.112.10/21
112.10.78.40/22
172.16.221.10/19

2.24 Cac phuwong thirc két ndi
> Trong hé théng mang IPv4, cac Host cd thé két ndi véi nhau bang mot trong
nhirng phwong thirc truyén tai sau :

a.
b.
C.

2.25 Unicast

Unicast.
Broadcast.
Multicast.

» Laphuong thirc gli goi tin tr mot Host nay dén mot Host khac trong hé thong

mang.

Source

Unicast

Destination

Nha C, S6 290 Tay Son, Bdng Ba, Ha NGi.
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2.26 Broadcast
> La phuong thirc gl goi tin tr mot Host dén toan bd cac Host con lai trong hé
thong mang.

% Aoyt | do mx aam |

=3
Sebncribey

. 7

Ko T

Bruadeasl -

——» packets

2.27 Multicast
» Laphuong thirc gli g6i tin tr mdt Host dén mot nhdm cac Host khac dwoc chi
dinh hodc xac dinh trudc, cé thé |ad mot hé thong khéc.
> Gidm tai hé thong.
> GUri theo diachi gan riéng cho nhém multicast : tir 224.0.0.0 dén
239.255.255.255

B - /Z%

Ilh- Bl Dasturby,

SuframiNen /’i Tharks,

/

Multicast

NosEhacmiber

4

Destination Destination
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228 Gi6i thiéu v& thiét bi dinh tuyén (Router) va thiét bi chuyén mach (Switch)

2.29 Cac phuong tién truyén thong
» Cap quang.
> Cap dong (cép xoan déi - UTP va cap dong truc).
> KEét n6i khong day.

230 Cép xoén doi — UTP (Unshielded Twisted Pair )

Nha C, S6 290 Tay Son, béng Ba, Ha N6i.
BDién thoai: 024.666.222.76 / 09.666.222.76

Website: www.i-tech.edu.vn

Email: info@i-tech.edu.vn




L~ <]

Qo %

VIEN BAO TAO GNTT QUEG TE I-TEGH

2.31 Cép thang va cap chéo

Cip thing Cap chéo
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Cap thang Cap chéo

TE68A TE68A T568A T568B
TH+1 [ — 11 R+ TH+1 E 11 TX+
|} S T— . TX- 2 2 TX-
R+ 30 — 13 TH+ R+ 3 13 R+

4 I 4 4

F——————— 5 5 5
Y- 6 E— T FX- B & RX-

T — 1T 7L — 1T

e i p——— §

2.32 Cap dongtruc (Co-axial cable)

LI trung tdm truyén tin hidu

Lép dign mal cach dién B
- (Iép x6p) y -

ﬁ \Lﬁpltﬂll]mlugl

chéng nhiéu

. Vo Plastic cach dién
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2.33 Cap quang (Fiber cables)
> COthé truyén véi khodng cach dai hon va truyén véi bang thong 16n hon.

\ ™

. Central Strangih Member

_-Optical Fibers

Frexibie Dutfer Tubes
12T

Duplex Multimode LC Cornectors LU Cormectors

Jocket
< ipelyethylaned

S Commectors 51 Cornectors

2.34 Mang LAN khong day (WirelessLAN)

-
Router / xOSL /Cable Modem

\-//\(f\-r’ m,f;.f.i:'ii‘”f'"" .
@? =
L% = s %

2.35 Thiét 1ap mét mang LAN co ban s dung Cisco Packet Tracer
> K&t ndi 4 may vi tinh trong mang LAN st dung thiét bi chuyén mach Switch.
» Cau hinh dia chi IP cho toan b PC sir dung dai dia chi 192.168.1.0/24
> Kiém trakét ndi gira céc thiét bi sir dung cau 1énh Ping.

© NhaC, S6 290 Tay Son, Béng Ba, Ha Néi.
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Logical [Root] Tew Cluster Physical  Config  Desktop  Softwars/Services
ommand Prompt

EEE DRI e —o ~
X
5
&

e e
Bl PC3
192.168.1.3 192.168.1.5
: Jﬂ
| € < N (|2
Tima: 00:07:29 I Power Cycle Devices Fast Forward Time Realtime
o | > i 5t S Source =stinatior D “olor  Time(sec) Periodic  Num
= - . P [Sceraric 0 _| Fire  Last Status Source  Destina tion Type Col ]
’ o o= < / “ LS = 9 $ =l § / — = @  Successful =] Pe3 tove 0.000 N 0
! - . W
Connections New Delate [ Successful P2 PC1 LU= | 0.000 N 1
-—- . s £ > | | Taggle POU List Window
pper Straigh:-Through ¢

2.36 Router (thiét bi dinh tuyén)
> Lathiét bi duvoc str dung dé két ndi hai hay nhiéu mang khac nhau (thiét bi lién
mang).

Hetl: 192.168110 /2552552550 Net2: 19216820 /2552552550

) g 3
m . m
2 22
1 1 x

‘l
/ : %
3| Netd: 192.168.40 /2552552550 /
"""""""""""
; W ‘:
i H

o
2 3

Net3 19216830 /255.255.2550

2.37 Cac héang san xuat thiét bi dinh tuyén ( Router )
> Nhiéu cong ty san xudt thiét bi Router nhu :
a. Cisco.
Nortel.
Multicom.
Cyclades.
Juniper.
Dlink.
Linksys.
3Com.

Ddunipar o

Se@ o ao0oC

Nha C, S6 290 Tay Son, Bdng Ba, Ha NGi.
Bién thoai: 024.666.222.76 / 09.666.222.76

Website: www.i-tech.edu.vn

Email: info@i-tech.edu.vn




L~ <]

Qo %

2.38 Phan biét thiét bi Cisco va pham vi sir dung

» Access Layer Router .
» Distribution Layer Router.
» Core Layer Router.

2900 Series

1900 Series | 2200 Serles

2.39 AccessLayer Router

Branch Offices and SMB

4000 Series
3900 Series
3800 Series

I-TECH

Ahead Of Technalogy
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CRS-X

ASR 9000 Series
ASR 1000 Series
7600 Series

> Lathiét bi duvgc sl dung trong céc to chirc — doanh nghiép nhod (SMB).
> Router Series: 800, 1000, 1600, 1700, 1800, 2500.

Series 1700

| Series 1600
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Router

> La router dwoc sir dung trong cac nha cung cap dich vu mang (1SPs — Internet
Service Providers ) va duoc biét dén la Router [6p I1SP.
» Router Series: 2600, 3200, 3600, 3700, 3800.

Cisco 2821

Cisro 2851

Cisco 2800 Series Integrated Services Routers

Router Saries 3800

241 Corelayer Router

Router Series 3600 Router Series 3700

> La router dwgc s dung dé két néi gilra cac nha cung cap dich vu mang trén
toan cau, va dwgc biét dén véi tén goi |a Backbone Routers (Router truc chinh).
» Cac Router Series: 6400, 7200, 7300, 7400, 7500, 7600, 10000, 12000.
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2.42 Phan loai Router

a Tat ca cac cong két ndi déu da dwoc
tich hop san trén Motherboard (khdng co
c6ng phu hoic slot ho trg két néi phu).

b. Khoéng c6 khd nang nang cép (thém

a. Co nhitng slot phu ho tro m& rong két
noi tuy theo nhu cau phét trién clia doanh
nghiép.

b. Nhitng router thudc tang Distribution

va Core déu la cdc Modular Router.
c. Router series 1600, 1700, 1800, 2600,
2800, 3600, 3700 .

)céc cong giao tiép.
c. Router series 800, 2500.

2.43 Céc cong két ndi ra bén ngoai clia Router : LAN, WAN, Admin ports

Serial Ports

Power Cord
Switch Connection

Fast Ethernet Console Auxiliary Power
Ports Port Port

2.44 CongLAN -cong WAN

a Cong Seridl. ]
b. 60 chan (pin) hodc 26 chan cam.

a. Ethernet : t6c d6 10 Mbps.
b. Fast Ethernet : 100 Mbps.
c. Gigabit Ethernet : 1000 Mbps.

Nha C, S6 290 Tay Son, béng Ba, Ha N6i.
BDién thoai: 024.666.222.76 / 09.666.222.76

L~ <]

Website: www.i-tech.edu.vn

Qo %

Email: info@i-tech.edu.vn




Ava¥- I-TECH
\"/ Ahead OF Technology

g VIEN BAO TAO GNTT QUGG TE I-TEGH

Serial Ports

|—Fast Ethernet Console Auxiliary Power Power Cord
Ports Port Port Switch Connection

2.45 Co6ng Console (Console port)
» Thuwong dwoc sir dung cho viéc thiét 1ap cau hinh ban dau clia thiét bi, hodc
khdi phuc mat khau.
> Lacong RJM45.

Rolover RJ-45 10 DB-9 Computer
Cabin Adapter

2.46 Cong két ndi phu (Auxiliary Port
> Sl dung cho viéc két n6i tir xa dé quan tri.
> Lacong két ndi RJ45.
» S dung cable Console hoac cable Rollover.

Auniliary Port RJA5

Rolover RJ-451%0 DB-256 Modem
Cable Adapter
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v" Router Cisco 2500

AUl
Attachment g Po
s ial Port
Unit Igéerface :ﬁn : nd 5: Power Switch

Console Auxiliary Power
Con0 Aux0 Supply

247 AUl (Attachment Unit Interface)
> AUI c6 cau tao la 15 chan (pin) & phia dau cai, dau duc lacong RM45.
> DPuoc biét dén véi tén goi lacong Ethernet, cong LAN, hay cong Gateway mac
dinh.
> Duoc st dung dé két néi tir mang LAN dén Router.
> BO thu phét (Transceiver) duoc s dung dé chuyén doi tir 8 day dién két noi
thanh 15 ddy . Chuyén ddi tir RJ45 dén 15 pin.
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2.48 Céc cong két ndi rangoai cllarouter (tiép)

> Giao dién két n6i LAN — Ethernet
a. AUI (Attachment Unit Interfaces) (EO) — 15 chan (pin).
b. 10baseT — RJ45.

> Giao dién két n6i WAN
a. Serial Interface (SO, S1, s0/0, s0/1, s0/0/0 v...v... ) — 60 chan/26 chan

(két ndi thong minh).

b. Mang tich hop da dich vu (ISDN - Intergrated Service Digital Network)

» CoOng quan tri :
a. Cong Console — RJ45 — cho phép quan tri ndi bo.
b. Cong Auxiliary — RJ45 — cho phép quan tri tlr xa.

2.49 Cacthanh phan clia Router

> Post : Power On Self Test — kiém tra phan cirng thiét bi.

» ROM : khéi chay thu vién chuong trinh va cho phép tim kiém hé diéu hanh
mang |OS - Internetwork Operating System (Flash/ TFTP/ ROM).

» Flash : noi lvu trir 10S clia Router.

> NVRAM : noi lvu trir co dinh nhirng cau |énh — nhirng cau hinh trién khai cho
Router.

> RAM : noi lvu trir tam thoi nhitng cau 1énh — nhirng cdu hinh dang chay cho
Router.

Internal Components of a 2600 Router

- =TT — — ..,}'

I I I |
Power Supply FlashSIMM  BootROM  RAM DIMMs CPU
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Perform Post ]LParhmeﬁET

Load Boatsirap ) 2. Execule Boolstrap Loader
-‘ Locaand s | 3. Lot e 03
4. Load the 105
Locate and load &. Locate the Configuration file
Configuration file or
enter "sefup” mode | 6. Execuls the Configuration file....
or 7. Enter Setup Mode

» Thuc hién POST vanap thu viéc cac chwong trinh :

a. POST la mot qua trinh xay ra khi router bat dau khéi dong. POST duwoc
str dung dé kiém tra cac thanh phan phan citng ctia Router.

b. Sau qua trinh POST, céc thu vién chuong trinh nam trong hé diéu hanh
Cisco (Cisco 10S) dugc nap vao RAM.

> Nap phan mém hé diéu mang (10S):

a. Tuy theo gia tri clia thanh ghi co thé thiét 1ap tly chon nap hé diéu hanh
tlr cac phan vung khac nhau: bo nh¢ Flash (Flash Memory) / TFTP
server.

b. DE thiét 1ap nap hé diéu hanh 10S tir flash cac thanh ghi can duoc thiét
Iap giéa tri 0x2102.

» Thuc hién cac tap tin lvu cdu hinh khéi dong hodc vao phan ché do thiét 1ap

a. Sau khi file hé diéu hanh (10S) duoc nap xong, thu vién chrong trinh sé
tim cac file lwu cau hinh khéi dong trong NVRAM,

b. File nay chira toan bd nhirng 1énh cau hinh va théng s6 da lvu trudc do,
bao gbm cac dia chi IP, thong tin dinh tuyén, mat khau, va mot vai cac
thong s6 da cau hinh.

c. NE&u khong co file c4u hinh trong router, nd sé hudng dan nguoi dung
dang nhap vao ché do thiét 1ap dé bat dau tién trinh cdu hinh.

d. Néu tim thay file Startup Configuration, router nap thanh cong hé diéu
hanh va cac file cau hinh.
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Chuong 111 : Nhirng cau Iénh co ban (Basic
Commands)

3.1 KEétno6i Console

Rotover RJ-45 w0 DB-9 Computer
Cable Adapter

> KEét n6i Console:

a. K&t ndi truc tiép bang cable Rollover dén céng console clia Router
(cong két noi RJ45).

b. Khéi chay phan mém gia lap trén PC.

> Trén hé diéu hanh Windows 7:

a. Download va cai dat chuwong trinh Secure CRT hoac Putty theo duong
link sau:
https://www.vandyke.com/download/securecrt/download.html
http://www.putty.org/

Nha C, S6 290 Tay Son, béng Ba, Ha N6i.
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10/7/2006 12:34 AM
12/10/2005 7:29 AM
10/7/2006 12:35 AM
12/10/2005 7:23 AM
12/10/2005 7:29 AM
6/1/2006 3:30 AM
10/6/2006 3:44 AM
0/26/2006 4:40 AM
5/15/2007 11:48 PM
3/29/2008 10:56 AM
8/28/2007 12:13 AM
10/7/2006 12:35 AM
10/7/2006 12:35 AM
7/27/2002 8:02 AM

_.;-o::: Key exchange
Advanced [W]Kerberas :l
Xf¥ Zmodem [#|Kerberos (Group Exchange) —
] diffie-hefiman-group -
[¥]diffie-heliman-group 14
[ ciffie-heliman
e ]
Secure CRT
1. Khai chay Secure CRT , hoac PuTTY:
¥ Downloads | HISTORY.TXT
Bocuments: # | INSTALLLOG
Pictures 21 Licensed2.dll
B Mfca2.dil
|| CCNA :
Migrate, exe
- Download (Dx) @ msvep60.dil
I et 7] Msvert.dil
| Windows ORDER.TXT
| README.TXT
@ OneDrive
& SecureCRT.CHM
[ This PC [ : :
B Desktop session.og
Documents D session
§ Downloads SSH2Client42.dil
: SSH2Cored2.dIl
J'! Music
= &8 UNINSTALEXE

PuTTY

Text Document
Text Document

Application extens...
Application extens...

Application

Application extens...

s I-TECH

2

Ahead Of Technalogy

VIEN BAO TAO GNTT QUGG TE I-TECH

Application extension i

Text Document
Text Document

Compiled HTML ...

Application
Text Document
File

Application extens...
Application extens...

Application

1814k8|
kB
1KB
445 KB
1,014 KB
150 KB

2 KB

22 KB
622 KB
997 KB
1,106 KB
393 KB
273 KB
b KB

12 KB
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2. Thiét 1ap cac thong sd dang nhap bao goém: Protocol, Port, Baud rate

not connected - SecureCRT = O X
F|IE Edlt 1|JriE'|'.'| Mintione Trancfar Crrint Tanlc Healix
Quick Cannect i
i R R
Protocal: iSeﬂd V| Ea
Port: COM1 " Flow Control =
DTR/DSR
Baud rate: 115200 o D
I RTSACTS
teda ez 8 Y| [OxoN/XOFF
Parity: Mone b
Stop bits: 1 e |
[] Show quick connect on startup [] Save session
Openinatah
| Connect | | Cancel
W
Ready e il 24 Rows, 80 Cols  VT100 UM
3. Man hinh dang nhap thanh cong
- SecureCRT

File Edit View Options Transfer Script Tools Window Help

tn— @ _dg ﬁ Enter host <Alt+R>

LBR se3 BXE © &

'*4|tf X

-QE;' @ .F'.-—_'IIE Xﬁ'ﬁ%

.--E Sessions
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> Céc phan mém ho tro truy cap thiét bi quagiao dién CLI:

a. Hyper Terminal (tich hgp san trén Windows XP ho#c cai dat trén cac
phién ban Windows m@i hon).
PuTTY. anNOo Terminal — bash — 80x24

Last login: Wed Jun 22 18:28:11 on console
Tera Term. iy

nt ram://2097152°
SECUFE CRT Started erase on disk3

. Unmounting disk

OS X Terminal. erasing

Initialized /dev/rdisk3 as a 1024 MB HFS Plus volume

Mounting disk

Finished erase on disk3 ramdisk

mac-pro:~

® o0

3.2 Cacché ddé (Mode) trén Router Cisco
» Ché dd Setup : khi NVRAM tréng (khong lwu gil file cu hinh).

diskutil erasevolume HFS+ "ramdisk" "hdiutil attach -nomou

Cisco CISCO2911/K9 (revision 1.0) with 491520K/32768K bytes of memory.
Processor board ID FTX152400KS

3 Gigabit Ethernet interfaces

DRAM configuration is 64 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

249856K bytes of ATA System CompactFlash O (Read/Write)

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]:

> Ché dd Nguoi dung (User Mode): chi cho phép thuc hién cac cau Iénh co ban
kiém trathong tin hé thdng

Router>show flash
System flash directory:
File Length Name/status

333591768 c2900-universalk9-mz.SPA.151-4.M4.bin

2 28282 sigdef-category.xml

1 227537 sigdef-default.xml

[33847587 bytes used, 221896413 available, 255744000 total ]
249856K bytes of processor board System flash (Read/Write)

(hién thi théng tin cia Router)

Router>show ip interface brief
Interface IP-Address
GigabitEthernet0/0  unassigned
GigabitEthernet0/1  unassigned

(hién thi cac cong két ndi trén Router)

OK? Method Status Protocol
YES unset administratively down down
YES unset administratively down down
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GigabitEthernet0/2 unassigned YES  unset administratively down down
Vlanl unassigned YES unset administratively down down

Router>ping 10.10.10.10 (ki€ém tra két ndi ctia Router dén dia chi 10.10.10.10)
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.10.10, timeout is 2 seconds:

Successrate is 0 percent (0/5)

Router>traceroute 10.10.10.10 (kiém tra tuyén duong tir Router dén dia chi 10.10.10.10)
Type escape sequence to abort.
Tracing the route to 10.10.10.10

1 * * %

2 * *x %

Router>show version (Hién thi Version clia Router)

Cisco |0S Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.1(4)M4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Thurs 5-Jan-12 15:41 by pt_team

ROM: System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE (fcl) cisco2911
uptimeis 15 minutes, 38 seconds

System returned to ROM by power-on

System image file is "flash0:c2900-universalk9-mz.SPA.151-1.M4.bin"

Last reload type: Normal Reload

This product contains cryptographic features and is subject to United States and local country
laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does
not imply third-party authority to import, export, distribute or use encryption. Importers,
exporters, distributors and users are responsible for compliance with U.S. and local country
laws. By using this product you agree to comply with applicable laws and regulations. If you
are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to export@cisco.com.
Cisco CISCO2911/K9 (revision 1.0) with 491520K/32768K bytes of memory.
Processor board ID FTX152400KS
3 Gigabit Ethernet interfaces
DRAM configuration is 64 bits wide with parity disabled.
255K bytes of non-volatile configuration memory.
249856K bytes of ATA System CompactFlash 0 (Read/Write)
License Info:
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License UDI:

Deviceff PID SN

*0 CISCO2911/K9 FTX15240767

Technology Package License Information for Modul e:'c2900'

Technology Technol ogy-package Technol ogy-package
Current Type Next reboot

ipbase ipbasek9 Permanent ipbasek9
security None None None

uc None None None

data None None None

Configuration register is 0x2102

> Ché do dac quyeén (Privilege Mode):

a. Cho phép thuc hién toan bd cac cau Iénh dé kiém tra, cau hinh hé thong

Router> enable

Router # show flash  (hién thi thong tin router)

Router # show version  (hién thi phién ban cla router)

Router # show ip interfacebrief  (hién thi thong tin cac cong két noi trén Router)
Router # ping 10.10.10.10  (kiém tra két noi tir router dén dia chi 10.10.10.10)
Router #traceroute 10.10.10.10  (kiém tratuyén duong di tir router dén dia chi
10.10.10.10 di theo dudng nao)

Router # show running-config  (hién thi cac cau I1énh da sr dung trén Router)
Router # show startup-config

Router # Copy

Router # Erase

» Ché dd cdu hinh chung cho Router:

Router # configure terminal

Router (config) #

Router (config) # Hosthame Bachkhoa-Aptech
Bachkhoa-Aptech (config)

3.3 Dbat password cho cac két noi
> KEét ndi Console.
> KEét ndi Auxiliary.
> KEtndi VTY (telnet).
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Password cho két ndi qua cong Console
Bachkhoa-Aptech(config)#line console O
Bachkhoa-A ptech(config-line)#passwor d bachkhoa-aptech123456a@
Bachkhoa-Aptech(config-line)#login
Bachkhoa-A ptech(config-line)#exit

Password cho két ndi qua cong Auxiliary
Bachkhoa-A ptech(config)#line aux O
Bachkhoa-A ptech(config-line)#passwor d Bachkhoa-aptech1234567a@
Bachkhoa-Aptech(config-line)#login
Bachkhoa-A ptech(config-line)#exit

Password cho két n6i Telnet
Bachkhoa-Aptech(config)#line vty 0 4
Bachkhoa-A ptech(config-line)#passwor d Bachkhoa-aptech12345678a@
Bachkhoa-Aptech(config-line)#login
Bachkhoa-A ptech(config-line)#exit

3.4  Cau hinh password cho Router
> DE bao mat cho Router, chiing ta dat password dang nhap. Véi mdi lan ding
nhap Router s& hoéi dén Password.
Router > enable

Password duoc lvu dudi dang van ban rd rang
Bachkhoa-A ptech(config)# enable password Bachkhoa-Aptech123456a@

Password duoc luvu duéi dang van ban ma hoa
Bachkhoa-Aptech(config)# enable secret Bachkhoa-Aptech12345a@

Kiém trathongtin

Bachkhoa-A ptech#show run
enable secret 5 $1$3DaESCOFUV /sfz/8b8j0A 316220
enable password Bachkhoa-A ptech123456a@

35 Maéahoéamat khau
» Chuyén doi mat khau tir dang van ban ky tu binh thuong thanh dang van ban
ma hoa.
| Bachkhoa-A ptech(config)# ser vice passwor d-encryption |

Kiém trathongtin

Bachkhoa-A ptech#show run
|

enable secret 5 $1$3DAESCOFUV/sf2/8b8j 0A3I6Z20
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enable password 7 1327161103070C252A6909232127100F475152020C0E5274!
line con O

exec-timeout 0 O

privilege level 15

password 7 06575D721F1A5C4F0437

logging synchronous

login

stopbits 1

lineaux O

exec-timeout 0 0

privilege level 15

password 7 014254570F5E5058794D6E

logging synchronous

login

stopbits 1

linevty 04

password 7 15300A0F0C21232B297E14320702150B50040A 0C06020F23

login

|

3.6 Lwu ciu hinh dathuc hién cho Router

Bachkhoa-A ptech(config)# copy running-config startup-config
or

Bachkhoa-Aptech(config)# write memory
or

Bachkhoa-Aptech(config)# write

3.7 Xobacau hinh dathiét [ap trén Router

Bachkhoa-Aptech# er ase startup-config
Bachkhoa-Aptech# r eload

3.8 Banner

Bachkhoa-Aptech(config)# banner motd #He Thong Dao Tao CNTT Quoc Te Bachkhoa-
Aptech#

Kiém trathong tin

Bachkhoa-Aptech#show run
|

banner motd *CHe Thong Dao Tao CNTT Quoc Te Bachkhoa-Aptech*C
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3.9 KEét ndi diém — diém sr dung cable Serial

o Router Connections
Da iy — p—
DTE
DCE
Wi I
O—0

EIA/TIA-232 EIA/TIA-449 V.35 X.21 ElA-530
Network Connections at the CSU/DSU

) | uipment)

Thiét bi cudi xt ly dir liéu. - Thiét bi két cubi kénh <5 liéu.
- Bong y nhan xung nhip. - Tao racéac xung nhip.
- VD cho thiét bi DTE trong mot - VD cho thiét bi DCE trong mét dwong
dwong truyén thuériéng : Router. truyén thué riéng : modem V.35 hodc
- VD cho thiét bi DTE trong mot G.703
mang Dia Up: Computer. - VD cho thiét bi DCE trong mdt mang
Dia Up: Modem Dial Up.

3.10 Nhirngluat lvu y khi thiét Iap dia chi I P cho Router
» Cécinterface két n6i gitra 02 router v6i nhau cung chung 01 mang.
» Céc interface trén 01 router phai thudc cac vung mang khac nhau.
» Céc router trong cung 01 mang khéng nén dat tring dai mang clia nhau.
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3.11 Gan diachi IP cho Router
R1 10.10.10.0/ 24

5 M R2 20.20.20.0/ 24
’ > 10.10.10.20 - s4f1 T R3
10.10.10.10 .ao 20.20.20.30

s4/0 20.20.20.20 il .a
s4/0
R1#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface s4/0

R1(config-if)#ip address 10.10.10.10 255.255.255.0
R1(config-if)# clock rate 64000

R1(config-if)#no shut

R1(config-if)#exit

R1(config)#end

R1#

R2#configur e terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface s4/0

R2(config-if)#ip address 10.10.10.20 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R2(config)#interface s4/1

R2(config-if)#ip address 20.20.20.20 255.255.255.0
R1(config-if)# clock rate 64000

R2(config-if)#no shut

R2(config-if)#exit

R2(config)#end

R2#

R3#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface s4/0

R3(config-if)#ip address 20.20.20.30 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#end

R3#

Warning: Attempting to overwrite an NVRAM configuration previously written by a different
version of the system image.

Overwrite the previous NVRAM configuration? confirm]
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20.20.20.0/ 16
R2 R3

- s4/0
aﬁ ~7 10101020 = fo/0 f0/0
10.10.10.10 2 a
s4/0 20.20.20.20 20.20.20.30

» Cau hinh co ban va dat dia chi |P cho Router

R1#configureterminal

R1(config)#hostname Router 1

Router1(config)#line console 0

Router1(config-line)# ogin
Router1(config-line)#exit
Router1(config)#
Router1(config)#linevty 04

Router1(config-line)# ogin
Router1(config-line)#exit
Router1(config)#lineaux 0

Router1(config-line)# ogin
Router1(config-line)#exit
Router1(config)#

Router1(config)#interface serial 4/0
Router1(config-if)#clock rate 64000

Router1(config-if)#no shut
Router1(config-if)#exit

Enter configuration commands, one per line. End with CNTL/Z.

Router1(config)#Banner motd "He Thong Dao Tao CNTT Quoc Te Bachkhoa-Aptech"
Router1(config)#enable password Bachkhoa-Aptech

Router1(config)#enable secret 123456a@

Router1(config-line)#password Bachkhoa-Aptech

Router1(config-line)#passwor d Bachkhoa-Aptech

Router1(config-line)#passwor d Bachkhoa-Aptech

Router1(config)#ser vice passwor d-encryption

Router1(config-if)#ip address 10.10.10.10 255.255.255.0

R2#configureterminal

R2(config)#hostname Router 2

Router2(config)#line console 0

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#banner motd "He Thong Dao Tao CNTT Quoc Te Bachkhoa-Aptech”
Router2(config)#enable password Bachkhoa-Aptech

Router2(config)#enable secret 123456a@

Router2(config-line)#passwor d 1234567a@
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Router2(config-line)# ogin
Router2(config-line)#exit

Router2(config)#

Router2(config)#linevty 04
Router2(config-line)#password 12345678a@
Router2(config-line)# ogin
Router2(config-line)#exit

Router2(config)#

Router2(config)#line aux 0
Router2(config-line)#password 123456789a@
Router2(config-line)# ogin
Router2(config-line)#exit

Router2(config)#

Router2(config)#ser vice passwor d-encryption
Router2(config)#interface Serial 4/0
Router2(config-if)#ip address 10.10.10.20 255.255.255.0
Router2(config-if)#no shut
Router2(config-if)#exit

Router2(config)#

Router2(config)#inter face fastEthernet 0/0
Router2(config-if)#ip address 20.20.20.20 255.255.0.0
Router2(config-if)#no shut
Router2(config-if)#exit

Router2(config)#end

Router2#wr

Router2#

R3#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#hostname Router3

Router3(config)#banner motd " He Thong Dao Tao CNTT Quoc Te Bachkhoa-Aptech”
Router3(config)#enable password 123456a@
Router3(config)#enable secret 1234567a@
Router3(config)#line console 0

Router3(config-line)#password 12345678a@
Router3(config-line)# ogin

Router3(config-line)#exit

Router3(config)#

Router3(config)#linevty 04

Router3(config-line)#password 123456789a@
Router3(config-line)# ogin

Router3(config-line)#exit

Router3(config)#

Router3(config)#lineaux 0

Router3(config-line)#password 1234567890a@
Router3(config-line)# ogin

Router3(config-line)#exit
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Router3(config)#

Router3(config)#ser vice passwor d-encryption
Router3(config)#inter face fastEthernet 0/0
Router3(config-if)#ip address 20.20.20.30 255.255.0.0
Router3(config-if)#no shut

Router3(config-if)#

Router3(config-if)#exit

Router3(config)#

Router3(config)#end

Router3#
Router3#wr

> Hién thi thdng tin bang dinh tuyén va céc dia chi da dat cho cdng mang trén
Router — kiém trava siraloi néu co :

Router1#show ip route

10.0.0.0/24 is subnetted, 1 subnets
C  10.10.10.0isdirectly connected, Serial4/0
Router1#show ip interface brief
Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES unset administratively down down
FastEthernetl/0 unassigned YES unset administratively down down
FastEthernet2/0 unassigned YES unset administratively down down
FastEthernet3/0 unassigned YES unset administratively down down
Serial4/0 10.10.10.10 YES manua up up
Seriad/1 unassigned YES unset administratively down down
Serial4/2 unassigned YES unset administratively down down
Serial4/3 unassigned YES unset administratively down down
Virtual-Accessl unassigned YES unset up up
Router2#show ip route

20.0.0.0/16 is subnetted, 1 subnets
C  20.20.0.0isdirectly connected, FastEthernet0/0

10.0.0.0/24 is subnetted, 1 subnets
C  10.10.10.0isdirectly connected, Serial4/0
Router2#show ip interface brief
Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 20.20.20.20 YES manua up up
FastEthernet1/0 unassigned YES unset administratively down down
FastEthernet2/0 unassigned YES unset administratively down down
FastEthernet3/0 unassigned YES unset administratively down down
Serial4/0 10.10.10.20 YES manual up up
Serial4/1 unassigned  YES unset administratively down down
Serial4/2 unassigned  YES unset administratively down down
Serial4/3 unassigned YES unset administratively down down
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Virtual-Accessl unassigned  YES unset up up
Router3#show ip route

20.0.0.0/16 is subnetted, 1 subnets
C  20.20.0.0isdirectly connected, FastEther net0/0
Router3#show ip interface brief
Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 20.20.20.30 YES manual up up
FastEthernet1/0 unassigned YES unset administratively down down
FastEthernet2/0 unassigned YES unset administratively down down
FastEthernet3/0 unassigned YES unset administratively down down
Serial4/0 unassigned YES unset administratively down down
Seriad/1 unassigned YES unset administratively down down
Serial4d/2 unassigned YES unset administratively down down
Serial4/3 unassigned YES unset administratively down down
Virtual-Accessl unassigned YES unset up up

3.13 Cablekét noi RJ45

=1 1N R ]

> RJ45 la mot chuan duoc quy dinh cho céc loai cdp két ndi trong mot hé théng
mang. Két ndi RJ45 thuong duoc thdy nhiéu nhat & cdp Ethernet va trong hé

thong mang.

> Cap RJ45 co diém dac trng gdm 8 chan két ndi cho phép truyén tai cac tin hiéu.
Chuan RJ45 xac dinh vi tri can thiét clia cac day khi duoc két ndi.

—._._4
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> Co mot vai chudn két ndi khac ma ban cd thé nham 1an véi chudn RM5. Vi du
tiéu biéu la RJ11 (dwoc sir dung dé két noi dén céac dién thoai analog): C6 hinh
dang gidng voi chuan RJ45 nhung kich thwéc nhd hon & st dung 4 chan (pin)
két noi.

Chuong IV: Binh tuyén (Routing)
Binh tuyén dong (Dynamic), dinh tuyén tinh (Static), dinh tuyén (Default).

4.1 DBinhtuyén

» Laquatrinh tim kiém va xac dinh duong di t6t nhat t¢i mdt mang dich.
R1

10.10.10.0/ 24

R2

fo/o
30.30.30.0/ 24

el - - =
- a= =
PC1 PC2 PC3 PC4
4.2  Céac phuong phap dinh tuyén
» Phuong phép dinh tuyén dong (Dynamic Routing).

> Phuong phéap dinh tuyén tinh (Static Routing).
» Phuong phap Default Route.

4.3  Dinh tuyén tinh (Static Routing)

> La phuong phap ngudi quan tri phai cau hinh thi cong.
> Bat budc phai khai bao diém dén trong mang.

> Bao mat.
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» S dung phu hop cho cac hé thng mang cé quy md nhé.
> Administrative Distance 14 bang 0 hodc 1.
> Nhuoc diém :
a. Chi phu hgp cho hé théng mang quy mé nhd.
b. Toan bd nhirng cu hinh cho hé théng mang déu la cau hinh tha cong.
c. Khi hé thong co su thay doi (c6 thém tuyén duong méi hodc mot tuyén
duong bi hdng — ngat) thi nguwdi quan tri sé phai thay déi thong tin dinh
tuyén trén tat ca router mot cach thi cong.

4.4  Cau hinh dinh tuyén tinh

R1 R2 R3
~ 10.10.10.0/ 24 ~ 20.20.20.0/ 24 s
a‘fﬂm m;u.alf 0 fﬂf’ﬂ@
10.10.10.10 10.10.10.20 20.20.20.20 20.20.20.30

CAau hinh co ban

R1#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface fastEthernet 0/0
R1(config-if)#ip address 10.10.10.10 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#end

R1#

R2#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface fastEther net 0/0
R2(config-if)#ip address 10.10.10.20 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R2(config)#interface fastEthernet 1/0
R2(config-if)#ip address 20.20.20.20 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#end

R2#

R3#configureterminal
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Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface fastEthernet 0/0

R3(config-if)#ip address 20.20.20.30 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#end

R3#

Kiém trathong tin bang dinh tuyén trwdce khi cdu hinh dinh tuyén tinh

R1#show ip route
10.0.0.0/24 is subnetted, 1 subnets
C  10.10.10.0 isdirectly connected, FastEthernet0/0

R2#show ip route
20.0.0.0/24 is subnetted, 1 subnets

C  20.20.20.0 isdirectly connected, FastEthernet1/0
10.0.0.0/24 is subnetted, 1 subnets

C 10.10.10.0 isdirectly connected, FastEthernet0/0

R3#show ip route
20.0.0.0/24 is subnetted, 1 subnets
C  20.20.20.0 isdirectly connected, FastEthernet0/0

DBinh tuyén tinh trén cac Router

- Cautriclénh:
Router(config)# ip route [mang dich] [subnet mask] [exit interface | next hop]

R1#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip route 20.20.20.0 255.255.255.0 10.10.10.20
R1(config)#end

R3#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ip route 10.10.10.0 255.255.255.0 20.20.20.20
R3(config)#end

> Sau khi cdu hinh dinh tuyén tinh, kiém trathéng tin bang dinh tuyén bang cau 1énh
: [Show ip route] vaxem théng tin.

Kiém trathong tin bang dinh tuyén sau khi da cdu hinh dinh tuyén tinh

R1#show ip route
20.0.0.0/24 is subnetted, 1 subnets
S  20.20.20.0[1/0] via 10.10.10.20
10.0.0.0/24 is subnetted, 1 subnets
C  10.10.10.0 isdirectly connected, FastEthernet0/0

R3#show ip route
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20.0.0.0/24 is subnetted, 1 subnets

C  20.20.20.0 isdirectly connected, FastEthernet0/0
10.0.0.0/24 is subnetted, 1 subnets

S 10.10.10.0[1/0] via 20.20.20.20

45 Default Route

>

>
>
>

Default Route st dung trong truong hop khéng biét duoc dich dén ctia goi tin, thuong
dwoc str dung trong hé thong Internet khi ma khoéng biét dich dén.

Puoc sl dung tai cac vi tri cudi trong hé th6ng mang.

Latuyén dudng dwoc wu tién cubi cung trong viéc dinh tuyén.

Default routes cd thé gitp cho viéc lam giam khoi lvgng thong tin ma bang dinh
tuyén can phai co.

4.6  Trién khai phuvong phap Default Route

R1 R2

Loopback0:1.1.1.1

= 10.10.10.0/ 24 - Loopback 0:2.2.2.2
Loopback 1: 3.3.3.3 | . Loopback 1 : 4.4.4.4
Loopback 2 : 5.5.5.5 fo/jo fo/o Loopback 2 : 6.6.6.6

10.10.10.10 10.10.10.20

Cau hinh co ban

R1#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface fastEthernet 0/0
R1(config-if)#ip address 10.10.10.2 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#interface loopback O

R1(config-if)#ip address 1.1.1.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#

R1(config)#interface loopback 1

R1(config-if)#ip address 3.3.3.3 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#

R1(config)#interface loopback 2

R1(config-if)#ip address 5.5.5.5 255.255.255.0
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R1(config-if)#no shut
R1(config-if)#exit
R1(config)#end

R2#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface fastEthernet 0/0
R2(config-if)#ip address 10.10.10.20 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#interface loopback O
R2(config-if)#ip address 2.2.2.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R2(config)#interface loopback 1
R2(config-if)#ip address 4.4.4.4 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R2(config)#interface loopback 2
R2(config-if)#ip address 6.6.6.6 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#end

R2#

V6i phuvong phap dinh tuyén tinh (théng tin dich dén dwgc khai bao rd rang)
R1(config)#ip route 2.2.2.0 255.255.255.0 10.10.10.20
R1(config)#ip route 4.4.4.0 255.255.255.0 10.10.10.20
R1(config)#ip route 6.6.6.0 255.255.255.0 10.10.10.20
R2(config)#ip route 1.1.1.0 255.255.255.0 10.10.10.10
R2(config)#ip route 3.3.3.0 255.255.255.0 10.10.10.10
R2(config)#ip route 5.5.5.0 255.255.255.0 10.10.10.10

Thoéng tin bang dinh tuyén sau khi trién khai cau hinh dinh tuyén tinh

R1#show ip route

1.0.0.0/24 is subnetted, 1 subnets
C  11.1.0isdirectly connected, LoopbackO

2.0.0.0/24 is subnetted, 1 subnets
S  2220[10] via10.10.10.20

3.0.0.0/24 is subnetted, 1 subnets
C  3.3.3.0isdirectly connected, Loopbackl
S

4.0.0.0/24 is subnetted, 1 subnets
4.4.4.0 [1/0] via 10.10.10.20
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5.0.0.0/24 is subnetted, 1 subnets
C  55.5.0isdirectly connected, Loopback?2
6.0.0.0/24 is subnetted, 1 subnets
S 6.6.6.0[1/0] via10.10.10.20
10.0.0.0/24 is subnetted, 1 subnets
C  10.10.10.0 isdirectly connected, FastEthernet0/0
R2#show ip route
1.0.0.0/24 is subnetted, 1 subnets
S 1.1.1.0[2/0]vial10.10.10.10
2.0.0.0/24 is subnetted, 1 subnets
C  222.0isdirectly connected, LoopbackO
3.0.0.0/24 is subnetted, 1 subnets
S 3.33.0[1/0] via10.10.10.10
4.0.0.0/24 is subnetted, 1 subnets
C  4.4.4.0isdirectly connected, Loopbackl
5.0.0.0/24 is subnetted, 1 subnets
S 55.5.0[1/0] via10.10.10.10
6.0.0.0/24 is subnetted, 1 subnets
C  6.6.6.0isdirectly connected, Loopback?2
10.0.0.0/24 is subnetted, 1 subnets
C  10.10.10.0 isdirectly connected, FastEthernet0/0

V6i phuvong phap dinh tuyén mac dinh (Default route)
R1(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.20
R2(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.10
C6 thé hiéu don gidn 2 cau |énh nay nhv sau :

- Trénrouter 2 ching ta c6 3 duong loopback c6 diachi la2.2.2.2, 4.4.4.4 va6.6.6.6.
Néu theo phuong phap dinh tuyén tinh thdng thudng, mubn di dén dudng nao thi ta
phai dinh tuyén tinh dén duong do, tic latré cho router biét la dich dén nhu thé nao.
Muc tiéu cia Router 1 di dén cac dudng loopback clia Router 2 thi Router 1 phai trd
static dén trng dudng trén Router 2. Nhung néu dung phuong phap dinh tuyén mac
dinh thi & day thong tin dich dén 1a0.0.0.0 0.0.0.0 tirc land cé thé bd qua thong tin
dich dén, makhi cd gai tin dén Router 1, nd sé tv dong day toan bd goi tin di dén cong
10.10.10.20, la cong ma Router 2 két ndi vai nd. Nhu vay thi Router 2 s& nhan céc goi
tin Router 1 chuyén sang, va trong Router 2 d& cé thong tin dich dén la nhirng duong
loopback. Qua trinh chuyén gdi tin thanh cong

- Trién khai twong tw trén Router 2, day gdi tin vé router 1 thong qua cong 10.10.10.10

Thong tin bang dinh tuyén sau khi trién khai cau hinh dinh tuyén tinh méc dinh
R1#show ip route
1.0.0.0/24 is subnetted, 1 subnets
C  11.1.0isdirectly connected, LoopbackO
3.0.0.0/24 is subnetted, 1 subnets
C  3.3.3.0isdirectly connected, Loopbackl
5.0.0.0/24 is subnetted, 1 subnets
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C  55.5.0isdirectly connected, Loopback?2
10.0.0.0/24 is subnetted, 1 subnets

C  10.10.10.0 isdirectly connected, FastEthernet0/0

S* 0.0.0.0/0[1/0] via 10.10.10.20

R2#show ip route
2.0.0.0/24 is subnetted, 1 subnets

C  222.0isdirectly connected, LoopbackO
4.0.0.0/24 is subnetted, 1 subnets

C  4.4.4.0isdirectly connected, Loopbackl
6.0.0.0/24 is subnetted, 1 subnets

C  6.6.6.0isdirectly connected, Loopback?2
10.0.0.0/24 is subnetted, 1 subnets

C  10.10.10.0 isdirectly connected, FastEthernet0/0

S* 0.0.0.0/0[1/0] via 10.10.10.10

Chuong V: Binh tuyén dong (Dynamic Routing)

5.1 DBinh tuyén dong (Dynamic Routing)
> Uu diém cla dinh tuyén dong (Dynamic Routing) so v&i dinh tuyén tinh (Static
Routing) :

1. Hoat dong nh& vao qua trinh truyén nhan cac théng tin dinh tuyén duoc
quang ba tlr cac Router.

2. Céc Router hang xém (Router két ndi truc ti€p) trao d6i va xay dung
thong tin bang dinh tuyén mét cach tw dong.

3. Tw dong cap nhat thong tin bang dinh tuyén khi cé sw thay doi trong mo
hinh hé th6ng mang.

4. Giam c6ng viéc quan tri.

5. Phu hop véi cac hé thong mang Ién.

5.2 Cacgiaothtrc dinh tuyén dong
» Distance-Vector Protocol.
» Link-State Protocol.
» Hybrid Protocol.

Nha C, S6 290 Tay Son, béng Ba, Ha N6i.

Dién thoai: 024.666.222.76 / 09.666.222.76
Website: www.i-tech.edu.vn
Email: info@I-tech.edu.vn e -




Ahead OF Tachnalogy

va¥l- I-TECH
>

VIEN BAO TAO GNTT QUGG TE I-TEGH

Distance-Vector Protocol

Link-State Protocol

Hybrid Protocol

toén Bellman Ford.

- Giao thtrc Classfull:
RIPV1,IGRP.

EIGRP.

- Dé dang cdu hinh.

- Hoat dong dwatrén thuat

- Cép nhéat theo mét chu ky.

- Ty dong trao doi toan b
thong tin bang dinh tuyén

- Giao thirc Classess. RIPv2,

- Cép nhat théng qua ban tin

Hoat dong dua trén thuat
toén Dijktra.

Cép nhéat khong theo dinh
Ky, thdng quatrang thai
hoat dong cta duong link
két noi.

Cép nhét cac thong tin con
thi€u néu bang dinh tuyén
khong co.

Giao thirc Classless: OSPF,

Sl dung mot phan tai

- Hoat déng dwa trén thuéat
toan DUAL.

- Cép nhat khdng theo dinh
ky.

- Cép nhat cac théng tin con
thiéu trong bang dinh
tuyén.

- Lagiao thirc Classless.

- Cép nhat théng qua ban tin
Multicast.

Broadcast. IS-IS. - VD: EIGRP.
- Sl dung it tai nguyén hé Cap nhat thong quabantin | - Sk dung it tai nguyén hé
thong. Multicast. thong.

- Dé dang céu hinh.

nguyén hé théng.
- Cau hinh hé théng kho, can
c6 kién thirc su rong.

53 Giaothtrc Classfull
» Giao thirc dinh tuyén Classfull : khi cap nhat théng tin dinh tuyén thi cac giao
thirc dinh tuyén Classfull s2 khong quang ba Subnet mask di kem trong thong
tin dinh tuyén.
» Cling c6 nghia latoan b0 tat cd cac thiét bi trong hé théng déu st dung chung
mot subnet mask nhw nhau.
> VD :RIPv], IGRP.

54  Giaothtrc Classless
> Giao thic Classless : khi cap nhat thong tin dinh tuyén thi cac giao thirc dinh
tuyén Classfull s£ quang ba Subnet mask di kém trong thong tin dinh tuyén.
> HO trg VLSM.
» VD : RIPv2, EIGRP, OSPF, ISIS.

55 RIP (Routing Information Protocol)

Lagiao thirc tiéu chudn mé rong.

Thudc giao thirc Distance — Vector.

Céap nhat théng qua ban tin broadcast : 255.255.255.255
Metric : hop count, < 15.

H0 tro can bang tai t6i da trén 4 dwdng co metric bang nhau.
S dung cho mé hinh mang nho.

Trao doi thong tin dinh tuyén dinh ky 30 gidy.
Administrative Distance = 120.

YVVVVVYYYVY
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56 RipTimers

> Update timer (thoi gian dé glvi ban tin update thong tin) : 30s, lathoi gian cho
phép céc router glri ban tin update sang router hang xém dé cap nhat thong tin.

> Invalid timer (thoi gian khdng hop 1€) : 180s, lathoi gian cho phép router cho
doi ban tin update. Thong tin update néu khdng dugc phan hoi trong thoi gian
nay, toan bd cac tuyén duwdng update & khong dwoc xac dinh valoai bé.

> Flush timer : 240s, lathdi gian ma truéc khi cac tuyén dwdng khéng hop 1€ <&
bi x6a bd khdi thong tin bang dinh tuyén.

» Hold Down timer: 180s, la khodng thdi gian dwoc tinh tir khi router nhan dugc
théng tin mot route |a unreachable. Trong khodng thoi gian nay, router van
ti€p tuc dung route dé forward géi tin vabd quatat ca cac thdng tin cap nhat vé
route d6 v&i metric bang hodc 16n hon metric router dang co.

5.7 Sosanh RipvlvaRipv2

Ripvl Ripv2
- Giao thirc Classfull. - Giao thirc Classless.
- Khong c6 co ché xé&c thuc. - H0 tro co ché xé&c thuc.
- Sl dung ban tin broadcast dé cap nhat : - Sl dung dia chi multicast : 224.0.0.9
255.255.255.255

58 Uudiém clhagiao thirc RIP
> Dé dang trién khai.
» Khong han ché kha nang thiét ké (khdng giong nhv OSPF).
» S dung it tai nguyén hé thdng.

59 Nhuoc diém cla giao thirc RIP
> Tiéuton |on bing thong trong qué trinh glti ban tin Broadcast moi 30s/ 1 I4n.
» Hoat dong dwatrén giatri hop count.
» Khong cé kha nang mé rong vi giatri cao nhat ctia Hop count = 15.
» HOi tu mang cham.

5.10 Bai Lab: ciu hinh giao thirc dinh tuyén Ripvl

R1
a 10.10.10.0/ 24 172.16.1.0/ 24 ] a 192.168.1.0/24 a
fo/o f2/0 a f1/0 fi/o

10.10.10.2 10.10.10.3 172.16.1.2 1?2 16.1.3 192.168.1.2 191 168.1.3
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Cau hinh co ban trén cac Router

R1#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface fastEthernet 0/0
R1(config-if)#ip address 10.10.10.2 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#end

R1#

R2#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface fastEthernet 2/0
R2(config-if)#ip address 10.10.10.3 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R2(config)#interface fastEthernet 1/0
R2(config-if)#ip address 172.16.1.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#end

R2#

R3#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface fastEthernet 0/0
R3(config-if)#ip address 172.16.1.3 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#interface fastEthernet 1/0
R3(config-if)#ip address 192.168.1.2 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#end

R3#wr

R4#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R4(config)#interface fastEthernet 0/0
R4(config-if)#ip address 192.168.1.3 255.255.255.0
R4(config-if)#no shut

R4(config-if)#exit

R4(config)#end

R4#

RA#Hwr
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Cau hinh giao thirc RIPv1

Cau lénh téng quét :
Router(config)# router rip (kh&i chay giao thirc Rip trén Router)
Router(config-if)# network [dai dia chi Router két ndi truc tiép] (khai bao dai dia chi cla
Router mang di quang ba va dé cac router khac cap nhat thong tin vao bang dinh tuyén)
R1(config)#router rip
R1(config-router)#network 10.10.10.0
R1(config-router)#end
R2(config)#router rip
R2(config-router)#network 10.10.10.0
R2(config-router)#network 172.16.1.0
R2(config-router)#end
R3(config)#router rip
R3(config-router)#network 172.16.1.0
R3(config-router)#network 192.168.1.0
R3(config-router)#end
R4(config)#router rip
R4(config-router)#network 192.168.1.0
R4(config-router)#end

Kiém trathong tin bang dinh tuyén

R1#show ip route
R 172.16.0.0/16 [120/1] via 10.10.10.3, 00:00:13, FastEthernet0/0
10.0.0.0/24 is subnetted, 1 subnets
C 10.10.10.0 isdirectly connected, FastEthernet0/0
R 192.168.1.0/24 [120/2] via 10.10.10.3, 00:00:13, FastEthernet0/0
R2#show ip route
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0 isdirectly connected, FastEthernet1/0
10.0.0.0/24 is subnetted, 1 subnets
C 10.10.10.0 isdirectly connected, FastEthernet2/0
R 192.168.1.0/24 [120/1] via 172.16.1.3, 00:00:09, FastEthernet1/0
R3#show ip route
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0isdirectly connected, FastEthernet0/0
R 10.0.0.0/8 [120/1] via172.16.1.2, 00:00:08, FastEthernet0/0
C 192.168.1.0/24 is directly connected, FastEthernet1/0
R4#show ip route
R 172.16.0.0/16 [120/1] via192.168.1.2, 00:00:08, FastEthernet0/0
R 10.0.0.0/8 [120/2] via192.168.1.2, 00:00:08, FastEthernet0/0
C 192.168.1.0/24 is directly connected, FastEthernet0/0
Nhan xét : thong tin bang dinh tuyén trong nay c6 phan khéng chinh xac so véi md hinh hién
tai dang trién khai. Chang ta co thé thady mé hinh hién tai dang trién khai bao gdém 3 dai dia chi
IPla: 10.10.10.0/24, 172.16.1.0/24, 192.168.1.0/24. Nhwng théng tin dugc cap nhat trong cac
bang dinh tuyén, tuyén dwong 10.10.10.0/24 tré thanh 10.0.0.0/8, tuyén dutng 172.16.1.0/24

—
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no cap nhat theo Class IP.

5.11 Cau hinh RIPv2

R1
a 10.10.10.0/ 24 a 172.16.1.0/ 24 192.168.1.0/24 @
fo/o f2/0 f1/0 fi/o0

10.10.10.2 10.10.10.3 172.16.1.2 1?2 16.1.3 192.168.1.2

191 168.1.3

Cau hinh co ban trén cac Router

R1#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface fastEthernet 0/0

R1(config-if)#ip address 10.10.10.2 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#end

R1#

R2#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface fastEthernet 2/0
R2(config-if)#ip address 10.10.10.3 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R2(config)#interface fastEthernet 1/0
R2(config-if)#ip address 172.16.1.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#end

R2#

R3#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface fastEther net 0/0

R3(config-if)#ip address 172.16.1.3 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#interface fastEthernet 1/0

R3(config-if)#ip address 192.168.1.2 255.255.255.0
R3(config-if)#no shut
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R3(config-if)#exit

R3(config)#end

R4#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R4(config)#interface fastEthernet 0/0

R4(config-if)#ip address 192.168.1.3 255.255.255.0
R4(config-if)#no shut

R4(config-if)#exit

R4(config)#end

R4#

Cau hinh giao thirc Ripv2

Cau lénh tong quét :

Router(config)# router rip  (khéi chay giao thirc Rip trén Router)

Router(config-router)# version 2  (khai bao version 2 cla giao thirc Rip, v&i giao thirc Ripvl,
khong can khai bao version)

Router(config-router)# network [dai dia chi Router két nGi truc tiép]  (khai bao dai dia chi
clia Router mang di quang ba va dé cac router khac cap nhat thong tin vao bang dinh tuyén)
Router (config-router) no auto-summary  (tat ché do gop cac dai dia chi khi gii thong tin
bang dinh tuyén update)

R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#network 10.10.10.0

R1(config-router)#no auto-summary

R1(config-router)#end

R1#

R2(config)#router rip

R2(config-if)#version 2

R2(config-router)#network 10.10.10.0

R2(config-router)#network 172.16.1.0

R2(config-router)#no auto-summary

R2(config-router)#end

R3(config)#router rip

R3(config-if)#version 2

R3(config-router)#network 172.16.1.0

R3(config-router)#network 192.168.1.0

R3(config-router)#no auto-summary

R3(config-router)#end

R4(config)#router rip

R4(config-if)#version 2

R4(config-router)#network 192.168.1.0

R4(config-router)#no auto-summary

R4(config-router)#end
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Kiém trathong tin bang dinh tuyén va thong tin giao thirc da trién khai
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R1#show ip route
172.16.0.0/24 is subnetted, 1 subnets

R 172.16.1.0[120/1] via 10.10.10.3, 00:00:12, FastEthernet0/0
10.0.0.0/24 is subnetted, 1 subnets

C  10.10.10.0 isdirectly connected, FastEthernet0/0

R 192.168.1.0/24 [120/2] via 10.10.10.3, 00:00: 10, FastEthernet0/0

R1#show ip protocol
Routing Protocol is"rip"
Sending updates every 30 seconds, next duein 17 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfacesis not set
Incoming update filter list for all interfacesis not set
Redistributing: rip
Default version control: send version 2, receive version 2
Interface Send Recv Triggered RIP Key-chain
FastEthernetO/0 2 2
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
10.0.0.0
Routing Information Sources:
Gateway Distance Last Update
10.10.10.3 120  00:00:23
Distance: (default is 120)

R2#show ip route
172.16.0.0/24 is subnetted, 1 subnets
C  172.16.1.0isdirectly connected, FastEthernet1/0
10.0.0.0/24 is subnetted, 1 subnets
C  10.10.10.0 isdirectly connected, FastEthernet2/0
R 192.168.1.0/24 [120/1] via 172.16.1.3, 00:00:08, FastEthernetl/0

R2#show ip protocol
Routing Protocol is"rip"
Sending updates every 30 seconds, next duein 2 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfacesis not set
Incoming update filter list for all interfacesis not set
Redistributing: rip
Default version control: send version 2, receive version 2
Interface Send Recv Triggered RIP Key-chain
FastEthernetl/O 2 2
FastEthernet2/0 2 2
Automatic network summarization is not in effect
Maximum path: 4
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Routing for Networks:
10.0.0.0
172.16.0.0
Routing Information Sources:
Gateway Distance Last Update
172.16.1.3 120 00:00:24
Distance: (default is 120)

R3#show ip route
172.16.0.0/24 is subnetted, 1 subnets
C  172.16.1.0isdirectly connected, FastEthernet0/0
10.0.0.0/24 is subnetted, 1 subnets
R 10.10.10.0[120/1] via 172.16.1.2, 00:00:01, FastEthernet0/0
C 192.168.1.0/24 isdirectly connected, FastEthernet1/0

R3#show ip protocol
Routing Protocol is"rip"
Sending updates every 30 seconds, next duein 18 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfacesis not set
Incoming update filter list for all interfacesis not set
Redistributing: rip
Default version control: send version 2, receive version 2
Interface Send Recv Triggered RIP Key-chain
FastEthernetO/0 2 2
FastEthernetl/O 2 2
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.16.0.0
192.168.1.0
Routing Information Sources:
Gateway Distance  Last Update
172.16.1.2 120  00:00:11
Distance: (default is 120)

R4#show ip route
172.16.0.0/24 is subnetted, 1 subnets
R 172.16.1.0[120/1] via 192.168.1.2, 00:00: 17, FastEthernet0/0
10.0.0.0/24 is subnetted, 1 subnets
R 10.10.10.0[120/2] via 192.168.1.2, 00:00: 17, FastEthernet0/0
C 192.168.1.0/24 isdirectly connected, FastEthernet0/0

R4#show ip protocol

Routing Protocol is"rip"
Sending updates every 30 seconds, next duein 21 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfacesis not set
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Interface

192.168.1.0

Gateway
192.168.1.2

Incoming update filter list for all interfacesis not set
Redistributing: rip
Default version control: send version 2, receive version 2

FastEthernetO/O 2 2
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:

Routing Information Sources:
Distance Last Update

Distance: (default is 120)

Send Recv Triggered RIP Key-chain

120  00:00:21

5.12 Administrative Distance
> Lachi sd tin cay cliathong tin dinh tuyén khi cac Router trao d6i voi nhau.
> Giatri ciaAD tir 0 dén 255.
» Giatri cang nho thi dé tin cay cang I6n.
» Mot vai giatri AD mac dinh.

1.

SRR

Puong két ndi truc tiép (Directly Connected) = 0.
Dinh tuyén tinh (Static Route) = 1.

Giao thirc IGRP = 100.

Giao thirc EIGRP = 90.

Giao thirc OSPF = 110.

Giao thtrc Rip = 120.

5.13 Autonomous System - AS
> Latap hop céc router dwdi quyén quan tri clia 1 t0 chirc, doanh nghiép vaco
chung mét chinh sach dinh tuyén.
> MOai AS duoc dinh danh bang mét giatri, goi 1a Autonomous System Number
(ASN).
» ASN cogiatri tr 1 — 65535

1.
2.

Public AS : 1 —64512.
Private AS : 64513 — 65535.
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5.14 Phan loai giao thirc dinh tuyén dong

- Interior Gateway Protocol. - Exterior Gateway Protocol.

- DPuoc sir dung trong mot mién tu tri - DBuoc st dung gitra cac mién ty tri
(AS). khéac nhau.

- Cé&cgiaothtc: RIP, IGRP, EIGRP, - Giaothtrc : BGP (Border Gateway
OSPF, IS-1S. Protocaol).

IGP vs. EGP Routing Protocols

Exterior Gateway
Protocol:
- BGP

Autonomous Autonomous
System 100 Interior Gateway System 200 J

Protocols:

» RIP
IGRP
EIGRP
OSPF
1S-1S

5.15 Giaothtrc EIGRP (Enhanced Interior Gateway Routing Protocol)

La giao thirc nang cao clia Distance V ector.

Lagiao thirc tiéu chuén chi sl dung cho céc thiét bi ctia Cisco.

Thudc giao thirc Classless.

Bao gdbm tét ca cac tinh nang clia IGRP.

Hop count t0i da la 255 (ban tin ¢ thé di qua tdi da 255 Router ).
Administrative Distance = 90.

Kha nang thiét ké hé théng mang linh hoat.

Phuong thirc truyén di liéu la multicast va unicast, thay thé cho broadcast.
Dé dang cdu hinh cho hé théng mang LAN va WAN.

VVVVVVYVYYVYY
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Cap nhat théng tin qua dia chi Multicast 224.0.0.10

Ban tin Hello gtri dinh ky 5 gidy / 1 1an.

Kha nang hdi tu nhanh.

HO tro cho céc giao thirc IP (Internet Protocol), IPX (Internetwork Packet
eXchange), Apple Talk.

Sk dung thuat toan DUAL (Diffusion Update ALgorithm) dé tinh toan duong
di tot nhat.

> HOo tro loadbalancing cho ¢ 2 co ché equal cost vaunegual cost.

YV VYV

Y

5.16 Bangthongtin EIGRP :

» Bang thong tin lang giéng (Neighbor Table) :

1. Liét ké cac Router két ndi truc tiép.

2. Cau lénh kiém tra : show ip eigrp neighbor.
» Bang mé hinh lién két:

1. Bao gdm danh sach cac dwong dinh tuyén tét nhat hoc dwong tlr router

kh&c.

2. Cau lénh kiém tra : show ip eigrp topology
» Bang thong tin dinh tuyén:

1. Chtra duwong di t6t nhat dén dich.

2. Cau lénh kiém tra : show ip route

5.17 Chi sd Metric cia EIGRP
» Metric clia EIGRP bao gdbm 5 chi s0 :
1. Bandwidth (BW) — bang thong.
2. Delay — do tré.
3. Load - kha nang truyeén tai.
4. Max Tranfers Unit (MTU) — don vi 16n nhat goi tin c6 thé truyén di la
1500 byte.
5. Reliability — do tin cay.
> Mac dinh s& sl dung giatri clia Bandwidth va Delay dé tinh chi so Metric .
» Cong thtrc tinh chi sd Metric khi giatri K lamac dinh: (K1=1,K2=0,K3=
1, K4=0vaK5=0).
Metric = K1 * b h+ (o

%)+ K3+ D
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5.18 Bailab : ciu hinh giao thirc EIGRP

i EIGRP 123 R2 EIGRP 456 R3
- 10.10.10.0/ 24 - .
Loopback 1 : 8.8.8.8/8 aA 5 20.20.20.0/24 ‘a Loopback 1 : 18.18.18.18/8
Loopback 2 : 9.9.9.9/16 f0/0 f1/0 fo/0 fi/0 ' Loopback 2 : 19.19.19.19/16
10.10.10.2 10.10.10.3 « 20.20.20.2 20.20.20.3

Céau Iénh giao thirc EIGRP

Router(config)# router EIGRP [AS number] (kh&i chay giao thirc EIGRP ¢ AS number . .. .)
Router(config-router)# network [dai dia chi két ndi trwc tiép trong giao thirc EIGRP] [wildcard
mask] (khai bao dai dia chi trong EIGPR )

Chu thich: Wildcard Mask — la mot dai 32 bit nhi phan va dwoc dung dé chi ra phan HostID
cla mét mang. Cach tim Wildcard Mask :

Quy doi Subnet mask sang gia tri nhi phan. VD: Subnet Mask = 255.255.0.0. Ta quy doi
Subnet Mask ttr gia tri Thap Phan vé gia tri Nhi Phan.
11111111.11111111.00000000.00000000

Vi Subnet Mask va Wildcard Mask ddi nghich nhau, nén nhitng bit nao & Subnet Mask = 0 thi
Wildcard Mask = 1 va nguoc lai

Vay Wildcard Mask = 00000000.00000000.11111111.11111111 va ké tiép chiing ta quy doi vé
tlr gia tri Nhi Phan thanh gia tri Thap Phan = 0.0.255.255

Cau hinh co ban

R1#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface loopback 1

R1(config-if)#ip address 8.8.8.8 255.0.0.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#interface loopback 2

R1(config-if)#ip address 9.9.9.9 255.255.0.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#interface fastEthernet 0/0
R1(config-if)#ip address 10.10.10.2 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R2#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface fastEthernet 1/0

R2(config-if)#ip address 10.10.10.3 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#interface fastEthernet 0/0
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R2(config-if)#ip address 20.20.20.2 255.255.255.0
R2(config-if)#no shut
R2(config-if)#exit

R3#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#inter face loopback 1

R3(config-if)#ip address 18.18.18.18 255.0.0.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#inter face loopback 2

R3(config-if)#ip address 19.19.19.19 255.255.0.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#interface fastEthernet 1/0
R3(config-if)#ip address 20.20.20.3 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

Cau hinh giao thirc EIGRP

R1(config)#router eigrp 123
R1(config-router)#network 8.8.8.0 0.255.255.255
R1(config-router)#network 9.9.9.0 0.0.255.255
R1(config-router)#networ k 10.10.10.0 0.0.0.255
R1(config-router)#no auto-summary
R1(config-router)#end

R2(config)#router eigrp 123
R2(config-router)#networ k 10.10.10.0 0.0.0.255
R2(config-router)#no auto-summary
R2(config-router)#exit

R2(config)#router eigrp 456
R2(config-router)#networ k 20.20.20.0 0.0.0.255
R2(config-router)#no auto-summary
R2(config-router)#end

R3(config)#router eigrp 456
R3(config-router)#networ k 18.18.18.0 0.255.255.255
R3(config-router)#network 19.19.19.0 0.0.255.255
R3(config-router)#networ k 20.20.20.0 0.0.0.255
R3(config-router)#no auto-summary
R3(config-router)#end

Kiém tra sau khi d& cau hinh

R1#show ip eigrp neighbors

IP-EIGRP neighbors for process 123

H Address Interface  Hold Uptime SRTT
(sec) (ms)

RTO Q

Seq Type
Num

Cnt
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0 10.10.10.3 Fa0/0 12 00:02:47 656 3936 O

R1#show ip route

C 8.0.0.0/8 isdirectly connected, Loopbackl
9.0.0.0/16 is subnetted, 1 subnets

C  9.9.0.0isdirectly connected, Loopback?2
10.0.0.0/24 is subnetted, 1 subnets

C  10.10.10.0 isdirectly connected, FastEthernet0/0

R1#show ip eigrp topology
IP-EIGRP Topology Table for AS(123)/1D(9.9.9.9)
P 9.9.0.0/16, 1 successors, FD is 128256
via Connected, Loopback?2
P 8.0.0.0/8, 1 successors, FD is 128256
via Connected, Loopbackl
P 10.10.10.0/24, 1 successors, FD is 28160
via Connected, FastEthernet0/0

4

R2#show ip eigrp neighbors
IP-EIGRP neighbors for process 123

0 10.10.10.2 Fal/0 10 00:04:54 36 216 O
IP-EIGRP neighbors for process 456

0 20.20.20.3 Fa0/0 14 00:03:26 507 3042 O

R2#show ip route
19.0.0.0/16 is subnetted, 1 subnets

D  19.19.0.0[90/156160] via 20.20.20.3, 00:03:50, FastEthernet0/0

D 18.0.0.0/8[90/156160] via 20.20.20.3, 00:03:50, FastEthernet0/0
20.0.0.0/24 is subnetted, 1 subnets

C  20.20.20.0 isdirectly connected, FastEthernet0/0

D 8.0.0.0/8[90/156160] via 10.10.10.2, 00:05:14, FastEthernet1/0
9.0.0.0/16 is subnetted, 1 subnets

D  9.9.0.0[90/156160] via 10.10.10.2, 00:05:14, FastEthernet1/0
10.0.0.0/24 is subnetted, 1 subnets

C  10.10.10.0 isdirectly connected, FastEthernet1/0

R2#show ip eigrp topology
IP-EIGRP Topology Table for AS(123)/1D(20.20.20.2)
P 9.9.0.0/16, 1 successors, FD is 156160
via10.10.10.2 (156160/128256), FastEthernet1/0
P 8.0.0.0/8, 1 successors, FD is 156160
via10.10.10.2 (156160/128256), FastEthernet1/0
P 10.10.10.0/24, 1 successors, FD is 28160

H Address Interface  Hold Uptime SRTT RTO Q Seq Type
(sec) (ms) Cnt  Num

H Address Interface  Hold Uptime SRTT RTO Q Seq Type
(sec) (ms) Cnt  Num
2
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via Connected, FastEthernet1/0

IP-EIGRP Topology Table for AS(456)/1D(20.20.20.2)
P 19.19.0.0/16, 1 successors, FD is 156160

via 20.20.20.3 (156160/128256), FastEthernet0/0
P 18.0.0.0/8, 1 successors, FD is 156160

via 20.20.20.3 (156160/128256), FastEthernet0/0
P 20.20.20.0/24, 1 successors, FD is 28160

via Connected, FastEthernet0/0
R3#show ip eigrp neighbors
IP-EIGRP neighbors for process 456

H Address Interface  Hold Uptime SRTT RTO Q Seq Type
(sec) (ms) Cnt  Num
0 20.20.20.2 Fal/0 10 00:07:15 1 4500 O 4

R3#show ip route
19.0.0.0/16 is subnetted, 1 subnets

C  19.19.0.0isdirectly connected, Loopback?2

C 18.0.0.0/8 isdirectly connected, Loopbackl
20.0.0.0/24 is subnetted, 1 subnets

C  20.20.20.0 isdirectly connected, FastEthernet1/0

R3#show ip eigrp topology
IP-EIGRP Topology Table for AS(456)/1D(19.19.19.19)
P 19.19.0.0/16, 1 successors, FD is 128256
via Connected, L oopback?2
P 18.0.0.0/8, 1 successors, FD is 128256
via Connected, L oopbackl
P 20.20.20.0/24, 1 successors, FD is 28160
via Connected, FastEthernet1/0
Nhan xét : thong qua bang dinh tuyén va topology chiing ta cé thé thay — cac router trién khai
EIGRP trong ciing mot AS trao ddi thong tin v&i nhau, nhing khac AS thi khong thé trao doi
thong tin.

Cau hinh cho phép cac Router thudc cac vung AS khac nhau trong EIGRP giao
ti€p va trao doi thong tin

R2(config)#router eigrp 123
R2(config-router)#r edistribute eigrp 456
R2(config-router)#exit

R2(config)#router eigrp 456
R2(config-router)#r edistribute eigrp 123
R2(config-router)#end

Kiém tralai thong tin sau khi da cho phép két n6i EIGRP céac vung AS khac nhau

R1#show ip route
—
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19.0.0.0/16 is subnetted, 1 subnets
D EX 19.19.0.0[170/158720] via 10.10.10.3, 00:00: 15, FastEthernet0/0
D EX 18.0.0.0/8[170/158720] via 10.10.10.3, 00:00: 15, FastEthernet0/0
20.0.0.0/24 is subnetted, 1 subnets
D EX 20.20.20.0[170/30720] via 10.10.10.3, 00:00: 15, FastEthernet0/0
C 8.0.0.0/8 isdirectly connected, Loopbackl
9.0.0.0/16 is subnetted, 1 subnets
C  9.9.0.0isdirectly connected, Loopback?2
10.0.0.0/24 is subnetted, 1 subnets
C  10.10.10.0 isdirectly connected, FastEthernet0/0

R1#show ip eigrp neighbors
IP-EIGRP neighbors for process 123

H Address Interface  HoldUptime SRTT RTO Q Seq Type
(sec) (ms) Cnt  Num
0 10.10.10.3 Fa0/0 11 00:13:32 530 3180 O 5

R1#show ip eigrp topology
IP-EIGRP Topology Table for AS(123)/1D(9.9.9.9)
P 19.19.0.0/16, 1 successors, FD is 158720
via 10.10.10.3 (158720/156160), FastEthernet0/0
P 9.9.0.0/16, 1 successors, FD is 128256
via Connected, L oopback?2
P 8.0.0.0/8, 1 successors, FD is 128256
via Connected, L oopbackl
P 10.10.10.0/24, 1 successors, FD is 28160
via Connected, FastEthernet0/0
P 18.0.0.0/8, 1 successors, FD is 158720
via10.10.10.3 (158720/156160), FastEthernet0/0
P 20.20.20.0/24, 1 successors, FD is 30720
via 10.10.10.3 (30720/28160), FastEthernet0/0

R1#ping 18.18.18.18
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 18.18.18.18, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 32/36/40 ms

R1#ping 19.19.19.19
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 19.19.19.19, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 36/36/36 ms
R3#show ip route

19.0.0.0/16 is subnetted, 1 subnets
C  19.19.0.0isdirectly connected, L oopback?2
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C 18.0.0.0/8 isdirectly connected, Loopbackl
20.0.0.0/24 is subnetted, 1 subnets

C  20.20.20.0 isdirectly connected, FastEthernet1/0

D EX 8.0.0.0/8 [170/158720] via 20.20.20.2, 00:01:10, FastEthernet1/0
9.0.0.0/16 is subnetted, 1 subnets

D EX 9.9.0.0[170/158720] via 20.20.20.2, 00:01: 10, FastEthernet1/0
10.0.0.0/24 is subnetted, 1 subnets

D EX 10.10.10.0[170/30720] via 20.20.20.2, 00:01: 10, FastEthernet1/0

R3#show ip eigrp neighbors
IP-EIGRP neighbors for process 456

H Address Interface  Hold Uptime SRTT RTO Q Seq Type
(sec) (ms) Cnt  Num
0 20.20.20.2 Fal/0 12 00:13:14 48 288 O 5

R3#show ip eigrp topology
IP-EIGRP Topology Table for AS(456)/1D(19.19.19.19)
P 9.9.0.0/16, 1 successors, FD is 158720

via 20.20.20.2 (158720/156160), FastEthernet1/0
P 19.19.0.0/16, 1 successors, FD is 128256

via Connected, L oopback?2
P 8.0.0.0/8, 1 successors, FD is 158720

via 20.20.20.2 (158720/156160), FastEthernet1/0
P 10.10.10.0/24, 1 successors, FD is 30720

via 20.20.20.2 (30720/28160), FastEthernet1/0
P 18.0.0.0/8, 1 successors, FD is 128256

via Connected, Loopbackl
P 20.20.20.0/24, 1 successors, FD is 28160

via Connected, FastEthernet1/0

R3#ping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 32/36/40 ms

R3#ping 9.9.9.9
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 9.9.9.9, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/39/56 ms

5.19 OSPF - Open Shortest Path First
> OSPF duoc phét trién bdi Internet Engineerong Task Force (IETF) nhiy mot s
thay thé nhitng nhuoc diém va han ché ciaRIP.

Nha C, S6 290 Tay Son, béng Ba, Ha N6i.

Bién thoai: 024 666.222.76 / 09.666.222.76
Website: www.i-tech.edu.vn
Email: info@i-tech.edu.vn i :

[~ <]

Qo %




Ay I-TECH
L)

Ahwad Of Technalogy

VIEN BAO TAO CNTT QUOC TE I-TECH

Lamdt giao thirc chuan mé.

Lamot giao thirc trang thai duong link (Link state protocol).

Lagiao thirc dinh tuyén classless.

S dung thuat toan “Dijkstra” Shortes Path First (SPF) dé xay dwng bang dinh

tuyén.

Khong gidi han s6 lvgng hop — count trong mang.

Metric 1a Cost (cost = 108/Bandwidth).

Administrative Distance = 110.

OSPF ho tro VLSM vaCIDR.

Chi ho tro Equal cost Loadbalacing.

OSPF duoc chia thanh cac ving (Area) dé dé dang cho viéc quan ly vakiém

soat lvu lvgng.

Sk dung dia chi Multicast 224.0.0.5 va 224.0.0.6

Thoi gian hd tu nhanh.

Céc goi tin Hello dwgc giti mdi 10s (Hello Intervals), Dead Intervals = 40s.
Link-State Concepts

YVVVVYVY YV VYV

Y V V

1
i i |
Topdloglaat [ Link-State Advertisement Packets| Routing
Database Table
) /
Algorithm

| Shortest Path First Tree
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5.20 Thiét lap truyén théng hai chiéu trong OSPF

172.16.5.1/24 172.16.5.2/24
EO0 E1

%
Hello | am router ID 172.16.5.1, and | see no one.

» to 244.0.0.5

Router B
Neighbors List
172.16.5.1/24, Int E1

Uiliaet oA < | am router ID 172.16.5.2, and | see 172.16.5.1. m §

Router A
Neighbors List
172.16.5.2/24, Int EO

5.21 Kham phathbdngtin cac dai dia chi trong mang

EO E0
172.16.5.1 172.16.5.3
—] Exstart State
-BD | will start exchange because | have router ID 172.16.5.1.

!:Io. | will start exchange because | have a higher router ID.

Exchange State

Here is a summary of my LSDB.
< DBD
==
M Here is a summary of my LSDB.
DBD >

522 Router-1D
» Lagiatri dinh danh cho moét router khi tham giavao mién OSPF.
> NeEu céc interface loopback dwoc cdu hinh trén router, thi dia chi IP cao nhat
trong cac IP nay & duoc sir dung lam Router — ID.
> Néu céc interfacce loopback khéng dwoc cau hinh, thi dia chi IP cao nhat clia
cac interface vat |y dang active s8 dwgc sir dung lam router — ID.
» Nguoi taslr dung dia chi loopback vi nhirng ly do sau:
1. Loopback interface 0n dinh hon cac interface vat ly.
2. Inteface loopback chi fail chi khi toan bd router fail.
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5.23 Thém mét Entriestrang thai dwong Link

EO
172.16.6.3
[ 1 : . [ ]
Thanks for the information!
—LSAck| < » LSAck —
=
| need the complete entry for network 172.16.6.0/24. _
— LSR v
L [
_Here is the entry for network 177 16.6.0/24. i
< LSU
1 ' "
Thanks for the information!
— LSAck >

Full State

5.24 OSPF tables

» Neighbor Tables:
a. Puoc biét nhu 1a co s& dir liéu lién ké (adjacency database).
b. Luwu danh sach cac router lang giéng (neighbor).
c. # show ip ospf neighbor.

» Database Table
a. Thuong dugc goi la LSDB (Link state database).
b. Luwu thdng tin cla tat ca tuyén duong kha thi téi cac mang trong area.
c. #show ip ospf database

» Routing Table
a. Luwu danh sach cac duong di tét nhat t¢i cac mang dich.
b. Show ip route.

5.25 Céacvung OSPF (OSPF Areas)
> Bao gbm tat ca cac router co cung thong tin, di liéu.
> Co bat clr thay d6i nao cling sé tac dong dén toan bd céc router.
> Vung (Area) dwgc coi nhu Ia mot nhdm ndi ving clia Router.
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5.26 Nhirng van dé co thé xay ratrong quatrinh duy tri mang lwéi OSPF

OSPF
Area 0

| am receiving
too many LSAs.

often for me to route.

ﬁ The SPF is running too

My routing table is too big,
and | am running low on memory.

5.27 Giai phap : phan cap dinh tuyén trong OSPF
» Lamgiam, t6i wu héa thong tin.
> Han ché nhitng sy thay doi phét sinh trong ving (khdng lam tran thong tin ra
bén ngoai vung).
> Céac Router cuing duoc trién khai trong mot ving gop phan tinh toan trong thuat

7z

toan.
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5.28 Cacvungtrong OSPF (OSPF Areas)
> Vung - lamdt nhdm céc routers (Vung hay khu vic can théng nhat).
» OSPF cung cép co ché cho phép thiét ké mang phan cip véi nhiéu vang khac

5.29

5.30

nhau.

s
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\v/ ahoad OF Technalony

VIEN BAO TAO GNTT QUGG TE I-TEGH

» Tat ca cac Router gilr chung cac théng tin gidng nhau s£ & trong cung mot vung.
> Bat clr sy thay d6i nao trong mot viing 8 tac dong 1én cac Router trong viing do.
>

Luat :

o

Tat ca cac Area khac déu phai két n6i dén Area 0.

o0 o

Area 1 Backbone Area 0 Area 2
ABR and

Jﬁe rnal

Routers

Backbone/
Internal

Routers

ASBR and
Backbone
Router

Backbone

External Router

AS

Uu diém cla giao thirc OSPF

Internal-l

Phai c6 1 area goi la area 0 (goi la Area chinh - Backbone).

Phai c6 it nhat 1 Router lam Router bién (két ndi gilra cac vung).
Cac Interfaces cua moét Router phai trong cing mot Area.

> Tiéu chudn mé : co thé trién khai trén nhiéu loai router clia céc hang khéc nhau.

> Khong gi¢i han so router trién khai.
» Khong gay rahién twgng bi loop mang.
» HOi tu nhanh hon.

Nhuoc diém clia giao thirc OSPF

» Tiéuthu mot lwong Ion tai nguyén CPU.

> Thiét ké kha phtrc tap.

> Chi ho tro can bang tai cho cac dudng co cost bang nhau.

> HO tro cho giao thitc IP, khéng ho tro cho IXP vaAppleTalk.
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5.31 BailLab : OSPF donvung (1 area)

OSPF
Area 0
R1 R2 R3
a 10.10.12.0/24 .a. 10.10.23.0/ 24 .ﬁ
s L fi/0 fo/o f1/0
10.10.12.1 10.10.12.2 10.10.23.2 10.10.23.3

R1(config)#interface fastEthernet 0/0
R1(config-if)#ip address 10.10.12.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R2(config)#interface fastEthernet 1/0
R2(config-if)#ip address 10.10.12.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R2(config)#interface fastEthernet 0/0
R2(config-if)#ip address 10.10.23.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R3(config)#interface fastEthernet 1/0
R3(config-if)#ip address 10.10.23.3 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#

R1(config)#router ospf 1 (khéi chay giao thirc OSPF trén Router va gan cho 1 process-id nhu
lamot tén goi)

R1(config-router)#network [dai dia chi két n6i truc ti€p trong giao thirc OSPF] [Widecard
Mask clia dai dia chi dd] [area dang trién khai]

R1(config-router)#end

R1(config)#router ospf 1
R1(config-router)#network 10.10.12.0 0.0.0.255 area O
R1(config-router)#end
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R2(config)#router ospf 1

R2(config-router)#network 10.10.12.0 0.0.0.255 area 0
R2(config-router)#network 10.10.23.0 0.0.0.255 area 0
R2(config-router)#end

R3(config)#router ospf 1

R3(config-router)#network 10.10.23.0 0.0.0.255 area 0
R3(config-router)#end

Kiém tra giao thirc OSPF

R1#show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
10.10.23.2 1 FULL/DR 00:00:39 10.10.12.2 FastEthernet0/0

R1#show ip route
10.0.0.0/24 is subnetted, 2 subnets
C 10.10.12.0isdirectly connected, FastEthernet0/0
O  10.10.23.0[110/2] via 10.10.12.2, 00:04:06, FastEther net0/0

R1#show ip ospf interface
FastEthernet0/0 is up, line protocol is up
Internet Address 10.10.12.1/24, Area 0
Process|D 1, Router ID 10.10.12.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State BDR, Priority 1
Designated Router (ID) 10.10.23.2, Interface address 10.10.12.2
Backup Designated router (ID) 10.10.12.1, Interface address 10.10.12.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:06
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan lengthis 1, maximum is 1
Last flood scan time is O msec, maximum is O msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.10.23.2 (Designated Router)
Suppress hello for 0 neighbor(s)

R1#ping 10.10.23.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.10.23.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 64/68/84 ms

R2#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
10.10.23.3 1 FULL/DR 00:00:35 10.10.23.3  FastEthernet0/0
10.10.12.1 1 FULL/BDR 00:00:35 10.10.12.1  FastEthernet1/0
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R2#show ip ospf interface
FastEthernetO/0 is up, line protocol is up
Internet Address 10.10.23.2/24, Area 0
Process|D 1, Router ID 10.10.23.2, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State BDR, Priority 1
Designated Router (1D) 10.10.23.3, Interface address 10.10.23.3
Backup Designated router (ID) 10.10.23.2, Interface address 10.10.23.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:05
Index 2/2, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan lengthis 1, maximum is 1
Last flood scan time is O msec, maximum is O msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.10.23.3 (Designated Router)
Suppress hello for 0 neighbor(s)

FastEthernet1/0 is up, line protocol is up
Internet Address 10.10.12.2/24, Area 0
Process|D 1, Router ID 10.10.23.2, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (1D) 10.10.23.2, Interface address 10.10.12.2
Backup Designated router (ID) 10.10.12.1, Interface address 10.10.12.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:04
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan lengthis 1, maximum s 1
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.10.12.1 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

R2#show ip route

10.0.0.0/24 is subnetted, 2 subnets
C 10.10.12.0isdirectly connected, FastEthernet1/0
C  10.10.23.0isdirectly connected, FastEthernet0/0

R3#show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
10.10.23.2 1 FULL/BDR 00:00:36  10.10.23.2  FastEthernetl/0

R3#show ip ospf interface
FastEthernet1/0 is up, line protocol is up
Internet Address 10.10.23.3/24, Area 0
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Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 10.10.23.3, Interface address 10.10.23.3
Backup Designated router (ID) 10.10.23.2, Interface address 10.10.23.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:01
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan lengthis 1, maximum is 1
Last flood scan time is O msec, maximum is O msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.10.23.2 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

R3#show ip route

10.0.0.0/24 is subnetted, 2 subnets
10.10.12.0[110/2] via 10.10.23.2, 00:08:47, FastEthernet1/0
10.10.23.0 is directly connected, FastEthernet1/0

O
C

R3#ping 10.10.12.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto 10.10.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 64/71/96 ms

Process|D 1, Router ID 10.10.23.3, Network Type BROADCAST, Cost: 1

5.32 Bailab : OSPF da vung

R2
-
3 10.10.23.0/24

—
——

- 10.10.12.0/24 -
/B
(@ e 'a

\ fo/0
\ 10.10.12.1 1“-1“-11-31 \  10.10.23.2
-~

S

el —

~
- A
" \
fl,":a )

10.10.23.3 J

CAau hinh co ban

R1#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface fastEthernet 0/0

R1(config-if)#ip address 10.10.12.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#

Nha C, S6 290 Tay Son, Bdng Ba, Ha NGi.
Bién thoai: 024.666.222.76 / 09.666.222.76

L~ <]

Website: www.i-tech.edu.vn

Qo %

Email: info@i-tech.edu.vn




—“ . I-TECH
S/, wisaaorTechnolony

VIEN BAO TAO GNTT QUGG TE I-TEGH

R2#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface fastEthernet 1/0

R2(config-if)#ip address 10.10.12.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R2(config)#interface fastEthernet 0/0

R2(config-if)#ip address 10.10.23.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#

R3#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface fastEthernet 1/0

R3(config-if)#ip address 10.10.23.3 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#

Trién khai giao thirc OSPF area 0 trén cac Router
R1(config)#router ospf 1
R1(config-router)#network 10.10.12.0 0.0.0.255 area O
R1(config-router)#end
R2(config)#router ospf 1
R2(config-router)#network 10.10.12.0 0.0.0.255 area 0
R2(config-router)#network 10.10.23.0 0.0.0.255 area 1
R2(config-router)#end
R3(config)#router ospf 1
R3(config-router)#network 10.10.23.0 0.0.0.255 area 1
R3(config-router)#end

Kiém tra giao thirc OSPF

R1#show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
10.10.23.2 1 FULL/DR 00:00:38 10.10.12.2  FastEthernet0/0

R1#show ip ospf interface

FastEthernet0/0 is up, line protocol is up
Internet Address 10.10.12.1/24, Area 0
Process|D 1, Router ID 10.10.12.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State BDR, Priority 1
Designated Router (ID) 10.10.23.2, Interface address 10.10.12.2
Backup Designated router (ID) 10.10.12.1, Interface address 10.10.12.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
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oob-resync timeout 40
Hello due in 00:00:07
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan lengthis 1, maximum s 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.10.23.2 (Designated Router)
Suppress hello for 0 neighbor(s)

R1#show ip route
10.0.0.0/24 is subnetted, 2 subnets
C 10.10.12.0isdirectly connected, FastEthernet0/0
OIlA 10.10.23.0[110/2] via 10.10.12.2, 00:00: 10, FastEthernet0/0

R1#ping 10.10.23.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.10.23.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 60/64/68 ms
R2#show ip ospf neighbor

Neighbor ID  Pri State Dead Time Address Interface
10.10.12.1 1 FULL/BDR 00:00:38 10.10.12.1  FastEthernetl/0
10.10.23.3 1 FULL/DR 00:00:34 10.10.23.3 FastEthernet0/0

R2#show ip ospf interface
FastEthernet1/0 is up, line protocol isup
Internet Address 10.10.12.2/24, Area 0
Process|D 1, Router ID 10.10.23.2, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 10.10.23.2, Interface address 10.10.12.2
Backup Designated router (ID) 10.10.12.1, Interface address 10.10.12.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:09
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan lengthiis 1, maximumis 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.10.12.1 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

FastEthernet0/0 is up, line protocol isup
Internet Address 10.10.23.2/24, Area 1
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Process|D 1, Router ID 10.10.23.2, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State BDR, Priority 1
Designated Router (ID) 10.10.23.3, Interface address 10.10.23.3
Backup Designated router (ID) 10.10.23.2, Interface address 10.10.23.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello duein 00:00:01
Index 1/2, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan lengthis 1, maximumis 1
Last flood scan time is O msec, maximum is O msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.10.23.3 (Designated Router)
Suppress hello for 0 neighbor(s)

R2#show ip route
10.0.0.0/24 is subnetted, 2 subnets
C 10.10.12.0isdirectly connected, FastEthernet1/0
C  10.10.23.0isdirectly connected, FastEthernet0/0
R3#show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
10.10.23.2 1 FULL/BDR 00:00:37 10.10.23.2 FastEthernetl/0

R3#show ip ospf interface
FastEthernet1/0 is up, line protocol is up
Internet Address 10.10.23.3/24, Area 1
Process|D 1, Router ID 10.10.23.3, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 10.10.23.3, Interface address 10.10.23.3
Backup Designated router (ID) 10.10.23.2, Interface address 10.10.23.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:04
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan lengthis 1, maximum is 1
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.10.23.2 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

R3#show ip route

10.0.0.0/24 is subnetted, 2 subnets
OIA 10.10.12.0[110/2] via 10.10.23.2, 00:03:49, FastEthernet1/0
C  10.10.23.0isdirectly connected, FastEthernet1/0
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R3#ping 10.10.12.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto 10.10.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 64/64/68 ms

Chuong VI: Access Control List

6.1 AccessControl List (ACL) - kiém soat truy cap
> ACL laviéc trién khai nhitng luat cho phép dong y hodc khéng dong y nhirng
két nGi cu thé gitra cac thiét bi dinh tuyén.
> D0 la sk bdo mat cho céc thiét bi ¢ tang 3 (layer 3) mand kiém soét kha nang
két ndi tir thiét bi dinh tuyén dén cac thiét bi khac .
» Con duoc goi la Packet Filtering Firewall.

Where to Place ACLs

Standard ACL 99 ta
block any fraffic from

192.1 68.10.0!24 | 192.1 68.30.0/24
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6.2 Cacdang Accesslist

- Dai s cho Standard Access List tlr 1 —99 | - Dai sd cho Extended Access List tir 100 —
- CO thé chian duoc Network, Host va 199
Subnet. - Nguoi quan tri co thé dong y hodc chan bat

- Chan toan bd céac dich vu. cir mot Network, Host, Subnet va ca dich
- Thuc hién tai diém gan nhat voi dich. vu.
- Co ché loc dwoc thuc hién dua trén diachi | - Buoc lwa chon cac dich vu muén chéan

IP nguon . - Co ché loc dwoc thuc hién dwa trén dia chi

IP nguon, dia chi IP dich, giao thirc, cong

6.3 Bailab : co ban Access-list

R1 R2 R3 R4

ﬁ 12.12.12.0/24 . 23.23.23.0/ 24 ﬁ 34.34.34.0/24 ﬁ
fo/o flfuﬁ fo/o f1/0 fo/0 fi/o
12.12.12.1 12.12.12.2  23.23.23.2 23.23.23.3 3434343 34.34.34.4

R1#ping 34.34.34.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 34.34.34.4, timeout is 2 seconds:
Success rateis 100 percent (5/5), round-trip min/avg/max = 48/52/56 ms
Ra#ping 12.12.12.1
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 12.12.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 48/51/52 ms

Trién khai Access-list trén Router 3 chan két néi tlr Router 1 dén Router 4
R3(config)#access-list 14 deny 12.12.12.1 0.0.0.0
R3(config)#access-list 14 per mit any
R3(config)#interface fO/0
R3(config-if)#ip access-group 14 out
Chu thich : Trén Router 3 khoi tao mot Access-list cos ID 14 thirc hién chan (deny) tir dia chi
12.12.12.1 c6 wildcast mask 1a20.0.0.0. Trén so do két ndi cong FastEthernet 0/0 clia Router 3
la cdng dua thong tin ra khi chuyén thong tin tir Router 1 - Router 2 — Router 3 va dén dich
la Router 4. Nén trén Router 3 chiing ta cho phép 4p dung Access-list cho cong FO/0 xac dinh
lacong OUT

Kiém tra két ndi sau khi trién khai Access-list
R1#ping 34.34.34.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 34.34.34.4, timeout is 2 seconds:
Uuuuu
Success rate is 0 percent (0/5)
R2#ping 34.34.34.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 34.34.34.4, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/43/56 ms
R3#ping 34.34.34.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 34.34.34.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/32/36 ms

Nha C, S6 290 Tay Son, béng Ba, Ha N6i.

Dién thoai: 024.666.222.76 / 09.666.222.76
Website: www.i-tech.edu.vn
Email: info@I-tech.edu.vn e T

[~ <]

Qo %




VIEN BAO TAO GNTT QUEG TE I-TEGH

6.4 Bailab: Accesslist nang cao

R1 R2 R3

12.12.12.0/24 . 23.23.23.0/24 4
fo/o fo/ :ﬁ f2/0 f2/0

12.12.12.1 12.12.12.2 23.23.23.2 23.23.23.3

f2f0
10.10.10.1

Computer#ping 23.23.23.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 23.23.23.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 48/51/52 ms

Computer#telnet 23.23.23.3
Trying 23.23.23.3 ... Open
User Access Verification
Password:

R3>enable

R3#

R1(config)# access-list 100 deny tcp 10.10.10.10 0.0.0.0 23.23.23.3 0.0.0.0 eq 23
R1(config)# access-list 100 per mit any any

R1(config)#interface FastEthernet 0/0

R1(config-if)#ip access-group 100 out

R1(config-if)#end

Computer# telnet 23.23.23.3
Trying 23.23.23.3 ...
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% Destination unreachable; gateway or host down

R1#show access-list

Extended IP accesslist 100

10 deny tcp 10.10.10.0 0.0.0.0 23.23.23.0 0.0.0.0 eg telnet (4 matches)

6.5 Named Access-list

Access-list cling dwgc xac dinh khi st dung tén thay cho chi s0.

Sk dung tén ctiia Access-list trong mdt vai treong hop dac biét.

Khéng gi¢i han chi s6 cho nhitng trwvdng hop st dung Named Access-list
M6t trong nhitng wu diém méi cila ACL lacho phép kiém soat bang thong va
tuyén duong trén hé thong.

> Nhitng phién ban ho tro Name ACL : tir phién ban [0S 11.2 tr& 1én.

YV VYV

6.6 BaiLab: Named ACL

R1 R2 R3 R4
12.12.12.0/24 23.23.23.0/ 24 34.34.34.0/24 ;
fo/o f1/o fo/0 f1/o fo/o fi/0
12.12.12.1 12.12.12.2 23.23.23.2 23.23.23.3 34.34.34.3 34.34.34.4

R1#ping 34.34.34.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 34.34.34.4, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 48/52/56 ms
Ra#ping 12.12.12.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echosto 12.12.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 48/51/52 ms

R3(config)#ip access-list standard DenyR1toR4
R3(config-std-nacl)#deny 12.12.12.1 0.0.0.0
R3(config-std-nacl)#per mit any
R3(config-std-nacl)#exit

R3(config)#interface fO/0

R3(config-if)#ip access-group DenyR1toR4 out
R3(config-if)#exit

R3(config)#
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Ch thich : Trén Router 3 khéi tao mot Access-list cé tén la DenyR1toR4 chan Router 1 két
nGi va gl goi tin dén Router 4

R1#ping 34.34.34.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 34.34.34.4, timeout is 2 seconds:
Uuuuu

Success rate is 0 percent (0/5)

R2#ping 34.34.34.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 34.34.34.4, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/43/56 ms
R3#ping 34.34.34.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 34.34.34.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/32/36 ms

Chuong VII: NAT

7.1 NAT (Network addresstranslation)
> NAT lamot phurong phap cho phép dich chuyén tlr dia chi IP nay thanh dia chi
|P khéac.
> DE cb thé giao ti€p — trao doi thong tin véi hé thong Internet, chiing ta phai
dang ky dia chi IP Public.
> Diachi chuyén déi dé giai quyét céc van dé nhu sau :
a. X ly sy thi€u hut tram trong cla dia chi IPV4 hién tai.
b. Che dau cac hé thong mang trién khai trong doanh nghiép.

. 215.37.32.203
." legol® IP address

— a (regintersd)
iy, 1000. =N\
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7.2 DaidiachilP Private
> Class A :10.0.0.0 dén 10.255.255.255
> Class B :172.16.0.0 dén 172.31.255.255
> Class C:192.168.0.0 dén 192.168.255.255

7.3 Céacdang co ban cia NAT
» Static Nat.
» Dynamic Nat.
» Port Address Trandation (PAT).

7.4  Static NAT
> Thuc hién viéc anh xa dia chi theo cach thl cong (tir mot — dén — mot).
> V&i moi diachi IP private déu phai co mot dia chi dadang ky trén hé thdng
Internet. Ttc lakhi mudn anh xa dia chi |P Private ¢ can c6 mot dia chi da
dang ky trén Internet.

P
U

10.10.10.10 202.162.203.163 B
P L

1

10.10.10.20 202.162.203.164 €
B = N

E

10.10.10.30 202.162.203.165 T
B = W

0

R

K

7.5 Dynamic NAT
> Thuc hién viéc anh xa dia chi bang cach tw dong (tir mot — dén — mot).
> Khi mudn anh xa dia chi IP Private s¢ can cé mot dia chi dadang ky trén
Internet.

7.6  Port Address Trandasion (Dynamic Nat Overload)
> Toan bd cac User mudn két nbi dén Internet déu chi can sir dung ding mot dia
chi trén toan cau .
> Anh xa theo viéc tir nhiéu — dén — mot , bang viéc sir dung céc port khéac nhau.
» PAT lali do khién cho ching ta khong bi thi€u hut dia chi I P Internet.
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10.10.10.10

B

10.10.10.20

>

10.10.10.30

>

7.7 BaiLab: Static NAT

w1 P 10.10.10.0/24

202.162.203.163:100

202.162.203.163200

202.162.203.163:300

-
f1/0
192.168.1.1 10.10.10.10

E— SE—
Computerl Computer2
192.168.1.2 192.168.1.3

192.168.1.2

fi/o
172.16.1.1

Computer3
172.16.1.2

55.55.55.2

192.168.1.3

55.55.55.3

R1(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.20

R2(config)#ip route 55.55.55.0 255.255.255.0 10.10.10.10

R1(config)#interface fastEthernet 0/0
R1(config-if)#ip nat inside
R1(config-if)#exit

R1(config)#

R1(config)#interface fastEthernet 1/0

R1(config)#ip nat inside sour ce static 192.168.1.2 55.55.55.2
R1(config)#ip nat inside sour ce static 192.168.1.3 55.55.55.3
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R1(config-if)#ip nat outside
R1(config-if)#exit
R1(config)

R1#show ip nat translations
ProInsideglobal  Insidelocal Outsidelocal  Outside global
--- 55,55.55.2 192.168.1.2
--- 55.55.55.3 192.168.1.3
C:\Users\Com1>ping 172.16.1.2
Pinging 172.16.1.2 with 32 bytes of data:

Reply from 172.16.1.2: bytes=32 time=45ms TTL=47

Reply from 172.16.1.2: bytes=32 time=48ms TTL=47

Reply from 172.16.1.2: bytes=32 time=46ms TTL=47

Reply from 172.16.1.2: bytes=32 time=45ms TTL=47

C:\Users\Com1>ping 172.16.1.3

Pinging 172.16.1.3 with 32 bytes of data:
Reply from 172.16.1.3: bytes=32 time=45ms TTL=47
Reply from 172.16.1.3: bytes=32 time=48ms TTL=47
Reply from 172.16.1.3: bytes=32 time=46ms TTL=47
Reply from 172.16.1.3: bytes=32 time=45ms TTL=47

7.8 Bai Lab: Dynamic NAT

R2

w1 P 10.10.10.0/24

& &
L

fi/o0 fo/o
192.168.1.1 10.10.10.10 10.10.10.20 172.16.1.1

[ - - -
Computerl Computer2 Computer3 Computer4d
192.168.1.2 192.168.1.3 172.16.1.2 172.16.1.3

192.168.1.2 Pool : 55.55.55.1 — 55.55.55.200
192.168.1.3

R1(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.20
R2(config)#ip route 55.55.55.0 255.255.255.0 10.10.10.10
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R1(config)#access-list 55 permit 192.168.1.0 0.0.0.255

R1(config)#ip nat pool Bachkhoa-Aptech 55.55.55.1 55.55.55.200 netmask 255.255.255.0
R1(config)#ip nat inside source list 55 pool Bachkhoa-Aptech

R1(config)#interface fastEthernet 0/0

R1(config-if)#ip nat inside

R1(config-if)#exit

R1(config)#

R1(config)#interface fastEthernet 1/0

R1(config-if)#ip nat outside

R1(config-if)#exit

Kiém tra Dynamic NAT

C:\Users\Com1>ping 172.16.1.2

Pinging 172.16.1.2 with 32 bytes of data:
Reply from 172.16.1.2: bytes=32 time=45ms TTL=47
Reply from 172.16.1.2: bytes=32 time=48ms TTL=47
Reply from 172.16.1.2: bytes=32 time=46ms TTL=47
Reply from 172.16.1.2: bytes=32 time=45ms TTL=47

C:\Users\Com2>ping 172.16.1.3

Pinging 172.16.1.3 with 32 bytes of data:
Reply from 172.16.1.3: bytes=32 time=45ms TTL=47
Reply from 172.16.1.3: bytes=32 time=48ms TTL=47
Reply from 172.16.1.3: bytes=32 time=46ms TTL=47
Reply from 172.16.1.3: bytes=32 time=45ms TTL=47

R1#show ip nat transations

ProInsideglobal  Insideloca Outsidelocal  Outside global
--- 55.55.55.2 192.168.1.2

--- 55.55.55.3 192.168.1.3

Clear Dynamic NAT ( cho phép nhan mot dia chi NAT khac khi két ndi lai dich vu)

R1#clear ip nat trandlation *

C:\Users\Com1>ping 172.16.1.2

Pinging 172.16.1.2 with 32 bytes of data:
Reply from 172.16.1.2: bytes=32 time=45ms TTL=47
Reply from 172.16.1.2: bytes=32 time=48ms TTL=47
Reply from 172.16.1.2: bytes=32 time=46ms TTL=47
Reply from 172.16.1.2: bytes=32 time=45ms TTL=47

C:\Users\Com2>ping 172.16.1.3

Pinging 172.16.1.3 with 32 bytes of data:
Reply from 172.16.1.3: bytes=32 time=45ms TTL=47
Reply from 172.16.1.3: bytes=32 time=48ms TTL=47
Reply from 172.16.1.3: bytes=32 time=46ms TTL=47
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Reply from 172.16.1.3: bytes=32 time=45ms TTL=47
R1#show ip nat trandlation
ProInsideglobal  Insidelocal Outsidelocal  Outside global
--- 55.55.55.6 192.168.1.3
--- 55.55.55.7 192.168.1.2

79 Ba Lab: Port Address Trandation

R2
swi Ri 10.10.10.0/24 _ SwW2

& &
-

fi/o fo/o fi/o
192.168.1.1 10.10.10.10 10.10.10.20 172.16.1.1

- |- (. (.
Computerl Computer2 Computer3 Computer4
192.168.1.2 192.168.1.3 172.16.1.2 172.16.1.3

R1(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.20

R2(config)#ip route 55.55.55.0 255.255.255.0 10.10.10.10
R1(config)#access-list 55 permit 192.168.1.0 0.0.0.255

R1(config)#ip nat pool Bachkhoa-Aptech 55.55.55.2 55.55.55.2 netmask 255.255.255.0
R1(config)#ip nat inside source list 55 pool Bachkhoa-Aptech overload
R1(config)#interface fastEthernet 0/0

R1(config-if)#ip nat inside

R1(config-if)#exit

R1(config)#

R1(config)#interface fastEthernet 1/0

R1(config-if)#ip nat outside

R1(config-if)#exit

_
192.168.1.3 55.55.55.2

C:\Users\Com1>ping 172.16.1.2

Pinging 172.16.1.2 with 32 bytes of data:
Reply from 172.16.1.2: bytes=32 time=45ms TTL=47
Reply from 172.16.1.2: bytes=32 time=48ms TTL=47
Reply from 172.16.1.2: bytes=32 time=46ms TTL=47
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Reply from 172.16.1.2: bytes=32 time=45ms TTL=47

C:\Users\Com2>ping 172.16.1.3

Pinging 172.16.1.3 with 32 bytes of data:
Reply from 172.16.1.3: bytes=32 time=45ms TTL=47
Reply from 172.16.1.3: bytes=32 time=48ms TTL=47
Reply from 172.16.1.3: bytes=32 time=46ms TTL=47
Reply from 172.16.1.3: bytes=32 time=45ms TTL=47

R1#show ip nat translations

Pro

icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp

Inside global

55.55.55.2:5701
55.55.55.2:5702
55.55.55.2:5703
55.55.55.2:5704
55.55.55.2:1440
55.55.55.2:1441
55.55.55.2:1442
55.55.55.2: 1443

Inside local

192.168.1.2:5701
192.168.1.2:5702
192.168.1.2:5703
192.168.1.2:5704
192.168.1.3:1440
192.168.1.3:1441
192.168.1.3:1442
192.168.1.3:1443

Outside local

172.16.1.2:5701
172.16.1.2:5702
172.16.1.2:5703
172.16.1.2:5704
172.16.1.3:1440
172.16.1.3:1441
172.16.1.3:1442
172.16.1.3:1443

Outside global
172.16.1.2:5701
172.16.1.2:5702
172.16.1.2:5703
172.16.1.2:5704
172.16.1.3:1440
172.16.1.3:1441
172.16.1.3:1442
172.16.1.3:1443

8.1

Router & Switch

Chuwong VIII: Chuyén mach

T - -~
H1H A
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8.2

Phan biét gitta Hub va Switch

>

VIEN BAO TAO CNTT QUOC TE I-TECH

Hub

Switch

Hub khdng phai la thiét bi théng minh.

Switch lathiét bi théng minh va duy tri bang
diachi MAC.

Hub luén lubn thirc thi hanh ddng broadcasts.

Switch thuc thi ca broadcast va Unicast.

Hub hoat ddng v&i céc bit trang thai 0 & 1.

Switch hoat dong véi dia chi vat ly (diachi
MAC).

Hub lam viéc véi bang thong chia sé.

Switch lam viéc v6i bang thdng c6 dinh.

Hub c6 01 mién Broadcast va 01 mién
Collision.

Switch mac dinh c6 01 mién Broadcast sb
lvgng mién Collision phu thudc vao sb port
cla Switch.

B CAWINDOWS\system32icmd.exe

8.3 Co ché hoat dong cia ARP

ARP Request message sent out

B —

IP: 192.168.1.110

Router

IP: 192.168.1.120
‘m IP: 192.168.1.130

or host

D

O

MNha C, S6 290 Tay Son, béng Ba, Ha Néi.
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@ IP: 192.168.1.110

S

@ IP: 192.168.1.120
ARP Reply S
Physical Address is
02-FE-05-A7-00-01 IP: 192.168.1.130
ARP Reply -
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VIEN BAO TAO GNTT QUEG TE I-TEGH

8.4  Switch hoc dia chi MAC nhu thé nao

8.5 Broadcast Domain
> Mién broadcast dwgc dinh nghia la nhém céc thiét bi nhan dwgc ban tin
broadcast khéi tao tir bat ky thiét bi nao trong nhém.

“I'l sicp those broadcasts
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86 CSMA/CD
» Carrier Sense Multiple Access/ Collision Detection la giao thirc quan ly viéc
truy cap duong truyén trong mang Ethernet.
» Sy xung dot dwgc nhan biét béi phwong thire truy cap dwoc goi laCSMA/CD
vaCSMA/CA.
» CSMA/CD duoc sir dung cho mang LAN c6 day trong khi d6 CSMA/CA duoc
sir dung cho mang khéng day.

8.7 Collisson Domain
> MOt mién dung do la 1 phan doan mang véi 2 hay nhiéu thiét bi cung chia sé
bang théng (& do6 c6 kha nang xay ra xung dot).

1 Collision Domain ultaie Collision Domain
108 A5E-T, using Shared hub TDBASE-T, using Swilch

Solid Lines Represent Bob
Twisted Pair Cabling

8.8  Phan loai Switch
» Unmanageabl e switches (switch khéng c6 kha nang quéan ly)
a. Nhitng switch nay cé d&c trung dung cho tredng hop cam
va chay ngay.
b. Khong can cau hinh va xac thuec.
c. Khong cé cdong console.

Nha C, S6 290 Tay Son, béng Ba, Ha N6i.
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» Manageable switches (switch ¢6 kha nang quan ly)
a. Nhitng switch nay ciing c6 thé cdm va chay ngay.
b. C6 cong console va truy cap dong lénh.
c. C6 thé xac thuc va thay ddi cdu hinh, ho trg cac tinh ning nang cao
nhw VLAN, trunking, STP.

8.9 Kiéntric phan tangtrong thiét ké clia Cisco
> L&p Access: 2960X hoac 3560 switch (L2 switch).

» LoOp Distribution : Catalyst 3550, 3750X (L3 switch hoac multi-layer switch).
Cisco 3550

Nha C, S6 290 Tay Son, Bdng Ba, Ha NGi.
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8.10 Khdi tao cau hinh switch
> KEét ndi théng qua Console.

I-TECH

Ahwad Of Technalogy
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VIEN BAO TAO GNTT QUSC TE I-TECH

> Phan mém truy cap bao gdbm Hyperterminal, Putty, Xshell hodc Secure CRT.

8.11 Caclénh can ban

EO

]
t\r' [_lll-l |I_-[l;-' I g’

LAN - 10.0.0.0/8

Switch>enable

Switch#show running-config
Switch#show startup-config
Switch#show version
Switch#show flash

Switch#show mac-addr ess-table
Switch#show interface status
Switch#config terminal
Switch(config)#

8.12 Password

Tao mat khau truy cap Telnet
Switch(config)#line vty 0 4

Switch(config-line)#login

Tao mat khau truy cap Console
Switch(config)#line console 0

Switch(config-line)#login

Tao mat khau enable

hoac

Switch(config-line)#passwor d <passwor d>

Switch(config-line)#passwor d <passwor d>

Switch(config)#enable secr et <password>

MNha C, S6 290 Tay Son, béng Ba, Ha Néi.
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Switch(config)#enable passwor d <passwor d>
|

8.13 Khai tao cau hinh switch cho truy cap Telnet

Tao IP quan tri

Tao Default Gateway

Switch(config)#interfacevlan 1
Switch(config-if)#ip address <ip> <mask>
Switch(config-if)#no shutdown

Switch(config)#ip default-gateway 192.168.1.100

>
100.1.1.1 L f—
-1

noln
192,184, I\ 100

- . )
192.168.1.1 192.168.1.3,102.168.1.4
192.168.1.2

Inide users
192.165.1.0,/24

9.1 Virtual LAN

Chuong IX: VLAN & Trunk

» Chia 01 mién broadcast thanh nhiéu mién broadcast nhd hon.

> Nham tang tinh bao mat [6p 2.

> VLAN 1laVLAN mac dinh vakhong thé thay doi.

> COthé tao VLAN tlr 2 t6i 1001.

> Chi c6 thé duoc cau hinh trén céc switch cd kha nang quan ly duoc.

MNha C, S6 290 Tay Son, béng Ba, Ha Néi.
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Broadcast Domain A Broadcast Domain B

r—74
Switch g
E

) '-UM

9.2 Loiichcuaviécsr dung VLAN
> Gi6i han mién broadcast.
» Tang tinh bdo mat.
> Hiéu suat tot hon.

Third Floor Illl —w
'IL

Second Floor llll[L
| L 3

1) 19

First Floor

VLAN2 VLAN3 VLANS
Sales

T HR
10.0.2.0/24 10.0.3.0/24 10.04.024

Chuwong X: Phan loai VLAN

10.1 VLANtinh
» VLAN tinh dvgc dinh nghia dwatrén port.
» Can duoc gan thi cong 01 port trén switch vao 01 VLAN.
» Con duwoc goi laPort-Based VLANS.
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> 01 port chi c6 thé duy nhat gan cho 01 VLAN, khong thé gan 02 VLAN trén
cung 01 port.

Tao VLAN

Switch(config)#vlan <no>
Switch(config-vlan)#name <name>
Switch(config-vlan)#exit

Gan port vao Vlan

Switch(config)#interface <interface type> <interface no>
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access VLAN <no>

VLAN 1
Switchd¥ show vlan brief |
VLAN Name Status Ports :
1 detmit active  Fa0/l, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, FaO/1l1, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/l6
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gio/2

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

All ports assigned to VLAN 1 to forward data by default.
Native VLAN is VLAN 1 by default.

Management VLAN is VLAN 1 by default.

VLAN 1 cannot be renamed or deleted.

TASK : Tao4 VAN (VLAN 10, 20, 30, 40)

Switch(config)#vlan 10
Switch(config-vlan)#name sales

Nha C, S6 290 Tay Son, Bdng Ba, Ha NGi.
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Switch(config-vlan)#vlan 20
Switch(config-vlan)#name marketing
Switch(config-vlan)#vlan 30
Switch(config-vlan)#vlan 40

Switchgshow vlan

Fal/2, F=0/3, Fals4
FaO/&, Fal/7, Fal g
Fa0/10, Fa0Of11l, Fal/12
Fa0/14, Fal/15, Fa0/16
F=0/18, Fa0/13, Fa0s20
Fal/22, Fal/23, Fal/z4

BrdgMode Transl TransZ

VLEN Name Status Ports

1 default active Fal/1,
Fal/5,
Fal/s3,
Fa0/s13,
Fa0s17,
Fal0/21,

10 IT active

20 Marketing actiwve

30 VLANOO30 active

40 VLANDOD40 active

1002 f£ddi-default act/unsup

1003 token-ring-default act/unsup

1004 £ddinet-default act/unsup

1005 trmet-default act/unsup

VLAN Type SAID MIT Parent RingMo BridgeMo Stp

1 enet 100001 1500 - = = = =

10 enet 100010 Ea8 = = o = =

20 enet 100020 1560 - = = = =

30 enet 100030 1500 - - - - -

40 enet 100040 1500 - = == = =

1002 £d4ddi 101002 1e08 = 5 o o =

1003 tr 101003 1500 - = = = =

1004 £dmet 101004 1500 - - - ieee -

1005 trmet 101005 1500 - = = ibm -

Remote SEAN VLRNs

Primary Secondary Type Ports

TASK : Cau hinh port Fa0/8 VLAN 10, cau hinh cac port tlr (4-7) va port 10 VLAN

20

Switch(config)#int f0/8
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlian 10
Switch(config-if)#exit

Switch(config)#interface range f0/4 — 7, f0/10
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vian 20

LLY

[N

10.2 LAB 1- Kiémtraciu hinh VLAN
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192.168.1.0/24

PC1 SW1 PC2
B. "c B
—_— - —

IP: 192.168.1.2 Ir:192.168.1.3

IP : 192.168.1.4

TASK:

1. Pinggi(*a192.168.1.2, 192.168.1.3 va192.168.1.4
3 PC c6 thé lién lac véi nhau do cuing chung 01 mang vacé cling VLAN
2. TaoVLAN 20
Gén port f0/3, f0/4 vao VLAN 20
3. Pinggita192.168.1.2 va192.168.1.3
2 PC khong thé lién lac véi nhau do cling chung mang nhung khac VLAN
(VLAN 1vaVLAN 20)
4. Pinggi(ta192.168.1.3va192.168.1.4
2 PC c6 thé trao doi thong tin véi nhau do cling chung mdt mang va chung
VLAN 20

PC1>ping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.3: bytes=32 time=1ms TTL=128
Reply from 192.168.1.3: bytes=32 time=0ms TTL=128
Reply from 192.168.1.3: bytes=32 time=0ms TTL=128
Reply from 192.168.1.3: bytes=32 time=0ms TTL=128
Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

PC1>ping 192.168.1.4
Pinging 192.168.1.4 with 32 bytes of data:

Nha C, S6 290 Tay Son, béng Ba, Ha N6i.
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Reply from 192.168.1.4: bytes=32 time=1ms TTL=128
Reply from 192.168.1.4: bytes=32 time=0ms TTL=128
Reply from 192.168.1.4: bytes=32 time=0ms TTL=128
Reply from 192.168.1.4: bytes=32 time=0ms TTL=128
Ping statistics for 192.168.1.4:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

PC2>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time=1ms TTL=128
Reply from 192.168.1.2: bytes=32 time=1ms TTL=128
Reply from 192.168.1.2: bytes=32 time=1ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

PC2>ping 192.168.1.4

Pinging 192.168.1.4 with 32 bytes of data:

Reply from 192.168.1.4: bytes=32 time=0ms TTL=128
Reply from 192.168.1.4: bytes=32 time=0ms TTL=128
Reply from 192.168.1.4: bytes=32 time=0ms TTL=128
Reply from 192.168.1.4: bytes=32 time=1ms TTL=128
Ping statistics for 192.168.1.4:

Packets. Sent = 4, Received = 4, Lost = 0 (0% l0ss),

PC3>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=1ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

PC3>ping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.3: bytes=32 time=0ms TTL=128
Reply from 192.168.1.3: bytes=32 time=1ms TTL=128
Reply from 192.168.1.3: bytes=32 time=0ms TTL=128
Reply from 192.168.1.3: bytes=32 time=1ms TTL=128
Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Khéi tao VLAN 20 va gan port f0/3 va f0/3 cho VLAN 20

Switch(config)#vlan 20 (khéi tao VLAN 20)

Switch(config-vlan)#name TestBachkhoa-Aptech (dat tén VLAN 20 |la TestBachkhoa-

Aptech)

Email: info@i-tech.edu.vn
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Switch(config-vlian)#exit

Switch(config)#interface range f0/3-4 (gan cong f0/3-4.....)
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport accessvlian 20 (... cho VLAN 20)
Switch(config-if-range)#exit

Switch(config)#

Kiém tralai két noi sau khi da khai tao VLAN 20 va gan port f0/3 dén f0/4 cho VL AN 20

PC1>ping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:

Request timed out.

Reguest timed out.

Request timed out.

Reguest timed out.

Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 0, Lost = 4 (100% | oss)

PC1>ping 192.168.1.4

Pinging 192.168.1.4 with 32 bytes of data:

Reguest timed out.

Request timed out.

Reguest timed out.

Request timed out.

Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 0, Lost = 4 (100% |0ss)

PC2>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

Reguest timed out.

Request timed out.

Reguest timed out.

Request timed out.

Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 0, Lost = 4 (100% | oss)

PC2>ping 192.168.1.4

Pinging 192.168.1.4 with 32 bytes of data:

Reply from 192.168.1.4: bytes=32 time=0ms TTL=128
Reply from 192.168.1.4: bytes=32 time=0ms TTL=128
Reply from 192.168.1.4: bytes=32 time=0ms TTL=128
Reply from 192.168.1.4: bytes=32 time=1ms TTL=128
Ping statistics for 192.168.1.4:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

PC3>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:

Nha C, S6 290 Tay Son, Bdng Ba, Ha NGi.
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Request timed out.

Request timed out.

Request timed out.

Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 0, Lost = 4 (100% l0ss)

PC3>ping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.3: bytes=32 time=0ms TTL=128

Reply from 192.168.1.3: bytes=32 time=1ms TTL=128

Reply from 192.168.1.3: bytes=32 time=0ms TTL=128

Reply from 192.168.1.3: bytes=32 time=1ms TTL=128

Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Nhan xét : khi chua trién khai VLAN 20 trén Switch, mac dinh cac PC khi két ndi vao Switch
déu thudc chung VLAN 1 nén ludn trao doi duoc thong tin. Khi trién khai VLAN 20 va gan
cong F0/3 (tr PC 2 két nGi dén Switch) va cong F0/4 (tir PC3 két ndi dén Switch) thi PC1 &
VLAN 1, PC2 va PC3 & VLAN 20 nén khong thé trao doi thong tin gitta PC1 dén PC2 va PC3.
Nguoc lai PC2 va PC3 cung thudc 1 VLAN 20 nén c6 thé trao doi tin nhw binh thuong.

10.3 VLAN dong
» VLAN dong dva trén diachi MAC ctia 1 PC.
» Switch ty ddng gan cho port 01 VLAN.
> MOi port c6 thé lathanh vién ctianhiéu VLAN.
> DE cdu hinh VLAN dong can phan mém quan ly duoc goi laVMPS (VLAN
Membership Policy Server).

<\.1an'l |vian2 [vtan3>

Entry VLAN Membership [Mac Address checked

-
-~
-
.
-
-
-
-
-

vian configuration

server
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10.4 Trunking
» 01 VLAN cd thé ton tai trén nhiéu switch.

Third Floor

Second Floor

First Floor
VLANS
Sales

VLANZ VLAN3

m HR
10020724 10.0.3.0724

10.0.4.0°24

Vlan 1

‘ Passing VLAN Traffic Using Separate Links for each VLAN

Trunk link

Vluan2

Vians1,2,3

| Vian 1

‘ Tassing VILAN Traffic Tlsing Single Links
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Chuwong XI: Phan loai links/ports

11.1 Accesslinks
> KEt noi toi thiét bi cudi (Hosts hoac router).
> Lathanh phan clia01 VLAN.

11.2 Trunk links
» Khong thudc bat ky VLAN nao.
> Co thé van chuyén 01 hay nhiéu VLAN.
> KEt noi gilra cac thiét bi switch.

ACCFESS LINKS

« Each logical VLAN is like a separate physical bridge
* VLANS can span across multiple switches by using
trunked links, which carries traffic for multiple VLANs

11.3 FrameTagging
> DE van chuyén duoc nhiéu VLAN trén dwong trunk gitra cac switch dwong
trunk s dung phuong phap tagging VLAN.
> Tag dung dé phan biét cic VLAN khéc nhau.
» Tag VLAN chi xay ra trén dudng trunk.

VLAN Tag added !
by incoming port !

VLAN Tag stripped
by lforwarding port
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11.4 Trunking Protocol

Giao thiic doc quyén clia Cisco.

Giao thtrc chuidn mo.

7s- 1-TECH

VIEN BAO TAO GNTT QUEG TE I-TEGH

Hoat dong voi Ethernet, Token ring, FDDI.

Chi hoat dong vGi Ethernet.

Thém 30 bytes tag.

Chi thém 4 byte .

Tat ca lvu lvgng VLAN duoc tag.

11.5 Cau hinh trunking

Swith(config)#interface <interface type> <interface no>
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk encapsulation dot1q/I SL
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12.1 Bridging loops (Vong lap)

{%a¥- I-TECH
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VIEN BAO TAO GNTT QUGG TE I-TEGH

» KEét ndi 02 hay nhiéu link gitra cac switch cung cap kha nang du phong.
> Tuy nhién tiém an kha nang loops khi cac switch thwc hién truyén broadcast.

a. Bao broadcast.

b. Bang dia chi MAC khdng on dinh.
c. Bang thong bi chiém dung do qua qua nhiéu frame trao doi.

VLAN 11

C3560

Root Bridge + HSRP Active
CORE-01 fagi

Fali2

VLAN 12

Root Bridge + HSRP Active

Fao CORE-02
Fabiz C3560

= "
=

-
U

{Po10)
_i

Fali3
Fa0/4
(Po1)

e wEcy N
2950

12.2 Gidi phap tranh Bridging loops

> Chi két ndi 01 link gilra cac switch (khéng két n6i dy phong).

> Tam thoi ngat cac link md rong, link dw phong.
a. Tha cong (st dung lénh shutdown).

b. Tu ddng khéa céac link mé rong (st dung giao thirc STP).

12.3 Giaothtrc STP

> STP cho phép chan dirng kha nang loops xay rakhi nhiéu link duoc sir dung dé

két noi gitra cac switch.

> STPtranh céc rii ro tiém an nhw bao broadcast, qua nhiéu ban tin sao chép

hoéc dir liéu bang MAC khdng 6n dinh.
> STPlachuan mé |EEE 802.1D.
» STP duwoc bat tv ddng trén cac switch cua Cisco.
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Cat3
R1
e Fa0/0 Fa0/21 Fa0/21
DP (FWD) RP (FWD)
Fa0/23 |RP (FWD) BLK Fa0/23
Fa0/23 | DP (FWD) DP (FWD) | Fa0r23
'\I_/ Fa0/21 Fa0/21 '\If
/] DP (FWD) rP (Fwo) 0]
Cat2
Root Bridge Catd

12.4 STP hoat dong nhu thé nao
» STP hoat dong qua 3 buéc bao gom:
a. Lua chon Root Bridge.
b. Lwa chon Root port.
c. Lwa chon Designated port & Non Designated port.

STP Algorithm

Designated Ports |

172.17.10.27

Designated Ports |

Designated Ports Root Ports

172.17.10.21 172.17.10.22 172.17.10.23
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125 Lwa chon Root Bridge

» Switch co giatri BID nhé nhat duvoc chon lam Root Bridge.
> BID hay con goi laBridge ID cé cong thirc tinh nhu sau: BID = Priority + dia

chi MAC cula switch.

s

{%a¥- I-TECH
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» Moi LAN déu chi cé duy nhat Root Bridge, cac switch con lai dugc xem la

Non-root Bridges.

12.6 Luwachon Root Port

> Port ¢ khoang cach dugc tinh bang cost nho nhét t¢i Root Bridge.
> Tat ca cac Non-root Bridge nhin Root Port la huwéng toi wu nhat dé dén Root

Bridge.

a. Tat ca cac Non-root Bridge chi cé duy nhat 01 root port.
b. Dua trén Path cost nho nhat.

c. Tiép theo dua trén Switch ID nhé nhat.

d. Néu 2 gia tri bang nhau s& dua theo gia tri nhd nhat ciia Port Priority va

Port-1D.

12.7 STP Port Cost

Link Bandwidth STP Cost
4 Mbps 250
10 Mbps 100
16 Mbps 62
45 Mbps 39
100 Mbps 19
155 Mbps 14
622 Mbps 6
1 Gbps 4
10 Gbps 2

12.8 Luwachon Designated port va Non Designated port
> Luwachon Designated port va Non Designated port cling gom 3 buéc

a. Port Cost nho nhat.

b. Tiép theo dua trén Switch ID nhd nhat.
c. Duvatrén gia tri nhé nhat cta Port Priority va Port-ID.
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129 BPDU
> Tat ca céc switch trao doi thong tén dyatrén BPDU (Bridge Protocol Data
Unit).
> BPDU duwoc giri mbi 2 gidy vaco thoi gian dead interval 1420 gidy.
» 1BPDU chita dwng thdng tin bao gém port, switch, port priority va dia chi.
12.10 Cactrangthai port cia STP
Blocking 20 gidy hodc khéng gi¢i han.
Listening 15 giay.
Learning 15 giay.
Forwarding khéng gi¢i han thoi gian.
Disable khdng gi¢i han thoi gian.

YV VYVY

12.11 LAB: Kiém tra spanning-tree

Switchl Switch2
fo/1 i

fof2
172.16.99.0/24

-
. (.
A, e Cm—
Vian1 vian2 Vian3
172.16.1.0/24 172.16.2.0/ 24 172.16.3.0/24

- FO/1 - FO/3 - 802.1q Trunk (Native VLAN 99) 172.16.99.0/24

- FO/5 - FO/7 -VLAN 10-IT 172.16.1.0/24

- FO/8 - F0/10 - VLAN 20 - Sale 172.16.2.0/24

- FO/11 - FO0/13 | - VLAN 30 - Marketing 172.16.3.0/24

__SwitchName  VTPMode  VTPDomain VTP Password

S1 Domain Bachkhoa-Aptech 123456a@
S2 Client Bachkhoa-Aptech 123456a@
S3 Client Bachkhoa-Aptech 123456a@
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Cau hinh VTP trén cac Switch
Swl(config)#vtp mode server
Device mode already VTP SERVER.
Swil(config)#vtp domain Bachkhoa-Aptech
Changing VTP domain name from NULL to Bachkhoa-Aptech
Swil(config)#vtp password 123456a@
Setting device VLAN database password to 123456a@
Swl(config)#
SW2(config)#vtp mode client
Setting deviceto VTP CLIENT mode.
SW2(config)#vtp domain Bachkhoa-Aptech
Changing VTP domain name from NULL to Bachkhoa-Aptech
SW2(config)#vtp password 123456a@
Setting device VLAN database password to 123456a@
Sw3(config)#vtp mode client
Setting deviceto VTP CLIENT mode.
Sw3(config)#vtp domain Bachkhoa-Aptech
Changing VTP domain name from NULL to Bachkhoa-Aptech
Sw3(config)#vtp password 123456a@
Setting device VLAN database password to 123456a@

Cau hinh Trunking va Native VLAN (chon VLAN 99 |la Native VLAN)
Swl(config)#interface range fastEthernet 0/1-3
Swil(config-if-range)#switchport modetrunk
Swl(config-if-range)#switchport trunk native vian 99
Swl(config-if-range)#no shut
Swl(config-if-range)#end
Swil#

SW2(config)#interface range FastEthernet 0/1-3
SW2(config-if-range)#switchport mode trunk
SW2(config-if-range)#switchport trunk nativevian 99
SW2(config-if-range)#end

SW2#

Sw3(config)#inter face range FastEthernet 0/1-3
Sw3(config-if-range)#switchport mode trunk
Sw3(config-if-range)#switchport trunk native vlan 99
Sw3(config-if-range)#end

Sw3t#

Céu hinh VTP v6i cac VLAN

Swl(config)#vlan 99
Swil(config-vlan)#name Administrator
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Swl(config-vlan)#exit
Swl(config)#vlan 10
Swl(config-vlan)#name | T
Swl(config-vlan)#exit
Swl(config)#vlan 20
Swl(config-vlan)#name Sale
Swl(config-vlan)#exit
Swl(config)#vlan 30
Swl(config-vlan)#name M arketing
Swl(config-vlan)#exit
Swl(config)#

Kiém tra thong tin cac VLAN d& khai tao

Swi#show vlan brief

VLAN Name Status Ports

1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fal/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gig0/1, Gig0/2

10 IT active
20 Sale active
30 Marketing active
99 Administrator active
1002 fddi-default active

1003 token-ring-default active
1004 fddinet-default  active

1005 trnet-default active

Sw2#show vlan brief

VLAN Name Status  Ports

1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gig0/1, Gig0/2

10 IT active

20 Sale active

30 Marketing active

99 Administrator active

1002 fddi-default active

1003 token-ring-default active
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1004 fddinet-default active
1005 trnet-default active
Sw3#show vlan brief
VLAN Name Status Ports
1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gig0/1, Gig0/2
10 IT active
20 Sale active
30 Marketing active
99 Administrator active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

Pat dia chi cho cac interface VLAN dé quan ly

Swl(config)#interface vian 99
Swl(config-if)#ip address 172.16.99.11 255.255.255.0
Swl(config-if)#no shut
Swl(config-if)#exit

SW2(config)#interface vlan 99
SW2(config-if)#ip address 172.16.99.22 255.255.255.0
SW2(config-if)#no shut
SW2(config-if)#exit

Sw3(config)#int vlan 99
Sw3(config-if)#ip address 172.16.99.33 255.255.255.0
Sw3(config-if)#no shut
Sw3(config-if)#exit

Kiém trakét ndi gilra cac Switch

Swl#ping 172.16.99.22
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto 172.16.99.22, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms
Swi#ping 172.16.99.33

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto 172.16.99.33, timeout is 2 seconds:
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Successrate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
SW2#ping 172.16.99.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echosto 172.16.99.11, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

SW2#ping 172.16.99.33

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echosto 172.16.99.33, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
Sw3#ping 172.16.99.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echosto 172.16.99.11, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

Sw3#ping 172.16.99.22
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.99.22, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

Kiém tra két néi gitra cAc Switch

Swi#ping 172.16.99.22
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto 172.16.99.22, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

Swl#ping 172.16.99.33

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echosto 172.16.99.33, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
SW2#ping 172.16.99.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echosto 172.16.99.11, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

SW2#ping 172.16.99.33
Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echosto 172.16.99.33, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

Sw3#ping 172.16.99.11
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto 172.16.99.11, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

Sw3#ping 172.16.99.22
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto 172.16.99.22, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

Gan port cho cac VLAN trén Sw3

Sw3(config)#interface range FastEthernet 0/5-7
Sw3(config-if-range)#switchport mode access
Sw3(config-if-range)#switchport accessvlan 10
Sw3(config-if-range)#exit

Sw3(config)#inter face range FastEthernet 0/8-10
Sw3(config-if-range)#switchport mode access
Sw3(config-if-range)#switchport accessvlan 20
Sw3(config-if-range)#exit

Sw3(config)#inter face range FastEthernet 0/11-13
Sw3(config-if-range)#switchport mode access
Sw3(config-if-range)#switchport accessvlian 30
Sw3(config-if-range)#exit

Kiém tra cdu hinh méc dinh ctia 802.1D STP

Swl#show spanning-tree

VLANOOO1L

Spanning tree enabled protocol ieee

Root ID  Priority 32769

Address 0000.0C4E.CABE

Cost 19

Port 1(FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
BridgelD  Priority 32769 (priority 32768 sys-id-ext 1)
Address 0001.C9BD.6746

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts  Cost  Prio.Nbr Type
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Fa0/2 Desy FWD 19 128.2 P2p
Fa0/1 Root FWD 19 128.1 P2p

VLANOO10

Spanning tree enabled protocol ieee

Root ID  Priority 32778

Address  0000.0C4E.CABE

Cost 19

Port 1(FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 0001.C9BD.6746

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface  Role Sts Cost Prio.Nbr Type
Fa0/2 Desg FWD 19 1282 P2p
Fa0/1 Root FWD 19 128.1 P2p

VLANO0020

Spanning tree enabled protocol ieee

Root ID  Priority 32788

Address  0000.0C4E.CABE

Cost 19

Port 1(FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32788 (priority 32768 sys-id-ext 20)

Address 0001.C9BD.6746

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface  Role Sts  Cost  Prio.Nbr Type
Fa0/2 Desy FWD 19 128.2 P2p
Fa0/1 Root FWD 19 1281 P2p
VLANO030

Spanning tree enabled protocol ieee

Root ID  Priority 32798

Address  0000.0C4E.CABE

Cost 19

Port 1(FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32798 (priority 32768 sys-id-ext 30)
Address 0001.C9BD.6746

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
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Interface  Role Sts  Cost  Prio.Nbr Type

Fa0/2 Desy FWD 19 1282 P2p
Fao/1 Root FWD 19 1281  P2p

VLANO099

Spanning tree enabled protocol ieee

Root ID  Priority 32867

Address  0000.0C4E.CABE

Cost 19

Port 1(FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32867 (priority 32768 sys-id-ext 99)
Address 0001.C9BD.6746

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface  Role Sts  Cost  Prio.Nbr Type

Fa0/2 Desy FWD 19 128.2 P2p
Fao/1 Root FWD 19 1281 P2p

KiémtraVLAN 99 clia Sw2
SW2#show spanning-tree vian 99
VLANO099
Spanning tree enabled protocol ieee
Root ID  Priority 32867
Address 0000.0C4E.CABE
Thisbridgeistheroot
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32867 (priority 32768 sys-id-ext 99)
Address 0000.0C4E.CABE
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts  Cost Prio.Nbr Type
Fa0/2 Desy FWD 19 1282 P2p
Fa0/1 Desgy FWD 19 1281 P2p
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Chuong XI1I1: IPV6

13.1 IP Address
> Ladiachi logical cta cac thiét bi [6p 3 nhu: thiét bi dinh tuyén, thiét bi twong
Itra. ..
> MOi thiét bi & dwoc cdp mot dia chi logical dé sl dung va nham dinh danh
thiét bi d6 trén mot moi trudng mang.

13.2 2phién bancaalP
» |Pv4 : sir dung 32 bit dia chi.
> |Pv6 : sir dung 128 bit dia chi.

13.3 IPv6laphién ban duoc nang cdp cta | Pv4, véi nhiéu tinh nang phat trién
nhu:
> Co6 khong gian dia chi I6n, cung cap dwoc nhiéu dia chi hon. IPv4 can xt dung
nhiéu phuong phap ( Subnetting, CIDR - Classless Inter Domain, NAT-
Network Address Trandlation).
Do khéng gian dia chi I&n, nén khdng can thurc hién NAT .
CO6 header don gidn hon so mgi phién ban 1Pv4.
Khdng cé ban tin broadcasts.
H6 tro cho thiét bi Mobile IP.
HO tro | Psec security.
Dé dang cap lai dia chi.
C0 kha nang ho trg nhiéu dia chi trén cting mdt cdng vat |y hay logical.

VVVYVYVVYY

134 1PV6 Types
» Unicast.
» Multicast.
» Anycast.

13.5 Kién truc diachi IPv6
> 128 bit dia chi.
» DBinh dang thép luc phan.
» Vidu 2001:0db8:0000:0000:1234:0000:0000:3c4d
2001:db8::1234::3c4d

13.6 Diachi Unicast
> Diachiglobal :
a. Ladia chi IP public
b. Bat dau vai 2000::/3
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c. B&t dau voi 2 hoac 3
13.7 Diachi local
» Ladiachi private.
> Bt dau voi FC00::/7 ( c6 thé bat dau voi FC hay FD).
» Chang khéng cé trong bang routable.

13.8 Diachi default
> Diachi IPv6 duoc enable trén tat ca cac cong vat |y. Bat dau vai FESO::/10
> Router s8 khdng qua dia chi nay.

13.9 Diachi Multicast
> Diachi IPV6 multicast bat dau bang FF ( FF0O0::/8).

13.10 biachi Any Cast
> Giong diachi Multicast , mdt dia chi dwoc thiét 1ap trén nhiéu cong, thiét bi
dinh tuyén chi chuyén goi tin dén duy nhat mdt cong duoc tim dau tién.
> Diachi Local vaglobal cling ¢ thé dwgc xir dung nhu dia chi anycast.

v Vidu.
Device(config)# interface f0/0
Device(config)# | Pv6 addr ess i pv6-prefix/prefix-length anycast

13.11 bat diachi IPv6
C4u hinh bang tay
Device(config)# interface f0/0
Device(config)# |Pv6 address fc00:11:11::1/64
Cau hinh ty dong
Statefull ( nhén IP quaDHCP)
Stateless ( Thiét bi & 1y IPv6 cung v6i diachi MAC)

13.12 Stateless
> Thiét bi co thé 1y dia chi IPv6 cho chinh né thong qua dia chi MAC riéng cla
no.
> Khong can bat ky DHCP server ciing nhu khong can cdu hinh bang tay.

Nha C, S6 290 Tay Son, Bdng Ba, Ha NGi.
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Ethernet MAC Address (48 bits) _
Add FFFE in the middle - _

FFTFE

oabi verson [SRTERIEEY v | ve [AETEETGE]

- - 1 = globallunique
Uniqueness of the MAC — where U =1
0 = local/not unique

vU=s17s
EUI64 Address

» Vidu

R1
/ Fc00:11:11:11::1/64

2001:12:12:12::1/64

s1/0

Cau hinh dia chi Ipv6 co ban nhuw topo trén:
Router( config)# hosthame R1

R1(config)# interface Serial1/0

R1(config-if)# ipv6 address 2001:12:12:12::1/64
R1(config-if)# no shut

R1(config)# interface f0/0

R1(config-if)# ipv6 addressfc00:11:11:11::1/64
R1(config-if)# no shut

Router( config)# hosthame R2

R2(config)# interface Serial /0

R2(config-if)# ipv6 address 2001:12:12:12::2/64
R2(config-if)# no shut

R2(config)# interface f0/0

R2(config-if)# ipv6 address fc00:22:22:22::2/64
R2(config-if)# no shut
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Kiém trathong tin bang dinh tuyén sau khi cdu hinh

R2#show ipv6 interface brief
FastEthernet0/0 [up/up]

FEB80::C603:16FF:FEG8:0

FC00:22:22:22::2
FastEthernet0/1 [administratively down/down]
Seria1/0 [up/up]

FEB80::C603:16FF:FE68:0

2001:12:12:12::2

Seria /1 [administratively down/down]
Seria1/2 [administratively down/down]
Serial1/3 [administratively down/down]

R2#ping 2001:12:12:12::1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:12:12:12::1, timeout is 2 seconds.

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/7/12 ms

Chuing ta c6 thé thdy dia chi Local cé thé duoc cdu hinh bang tay ho#c router sé ty cdu hinh, X
dung dia chi Stateless .

R2#show int f0/0
FastEthernet0/0 is up, line protocol isup
Hardware is Gt96k FE, addressis c403.1668.0000 (bia c403.1668.0000)

R2#show ipv6 int br

FastEthernet0/0 [up/up]
FEB80::C603:16FF:FE68:0
FC00:22:22:22::2

> TAt ca cac diachi local lubn bat dau vai FESO:: vamdt phan cla dia chi nay
dwoc thém diachi MAC cliacong vat ly do.
» Diachi MAC duoc xtr dung trong dia chi vat ly va stateless.

13.13 IPV6 ROUTING

> |Pv6 slr dung cac giao thirc dinh tuyén nhu IPv4 véi thém mot vai yéu cau dac
biét clia IPV6.
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13.14 Céacloai dinh tuyén IPV6

Dinh tuyén tinh.

DBinh tuyén RIP ( RIPng) — RFC2080.

PInh tuyén 1SS,

OSPFv3 ( RFC 2740).

MP-BGP ( RFC 2545/2858).

EIGRP for |Pv6.

Dinh tuyén IPv6 duoc tich hop san trén céc thiét bi dinh tuyén, nhwng default
dinh tuyén IPv6 duoc disable.

> Enable IPv6 trén router, ta st dung cau |énh sau :

YVVVVYVYYVVYY

| Rx( config) #ipv6 unicast-routing

13.15 Binh tuyén tinh

R1
s1/0 R2
/ 2001:12:12:12::2 =
2001:12:12:12::1 '
s1/0
Fo/0
FCOO:11:11:11::1/64 FO/0

FC00:22:22:22::2/64

» Thuc hién kién tric cau [énh gi6ng voi |Pv4, chi dén dia chi mudn dén qua
next-hop, hoac out interface.

R1(config )# ipv6 route FC00:22:22:22::2/64 2001:12:12:12::2
R2(config )# ipv6 route FC00:11:11:11::1/64 S1/0

J dinh tuyén sau khi datrién khai static |

R2#show ipv6 route
IPv6 Routing Table - 7 entries
Codes: C - Connected, L - Local, S- Static, R - RIP, B - BGP
U - Per-user Static route
[1-I1SISLL, 12-1SISL2, 1A - ISISinterarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
C 2001:12:12:12::/64 [0/0]
via::, Seria 1/0
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L 2001:12:12:12::2/128 [0/0]
via::, Seriad1/0

S FC00:11:11:11::/64 [1/Q]
via::, Seriall/0

C FC00:22:22:22::/64 [0/0]
via::, FastEthernet0/0

L FCO00:22:22:22::2/128 [0/Q]
via::, FastEthernet0/0

L FE80::/10[0/0]
via::, NullO

L FFO0O0::/8 [0/0]
via::, NullO

R2#ping FC00:11:11:11::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to FC00:11:11:11::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/8/12 ms
R1#ping FC00:22:22:22::2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to FC00:22:22:22::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/15/20 ms

R1

s1/0 R2

/ 2001:12:12:12::2 =
20001:12:12:12::1 .

s1/0
FO/O

FCOO:11:11:11::1/64 FO/0
FC00:22:22:22::2/64

R1(config )# ipv6 route 0::/0 2001:12:12:12::2
R2(config )# ipv6 route 0::/0 2001:12:12:12::1

R1#show ipv6 route

IPv6 Routing Table - 9 entries

Codes: C - Connected, L - Local, S- Static, R - RIP, B - BGP
U - Per-user Static route
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[1-1SISL1, 12-1SISL2, 1A - ISISinterarea, IS - ISIS summary
O - OSPFintra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
S ::/0[1/0]
via2001:12:12:12::2
C 2001:12:12::/64[0/0]
via::, Serid1/0
L 2001:12:12::1/128 [0/0]
via::, Serid1/0
C 2001:12:12:12::/64 [0/0]
via::, Serid1/0
L 2001:12:12:12::1/128 [0/0]
via::, Serid1/0
C FCO00:11:11:11::/64 [0/Q]
via::, FastEthernet0/0
L FC00:11:11:11::1/128 [0/Q]
via::, FastEthernet0/0
L FE80::/10[0/0]
via::, NullO
L FFO0O0::/8 [0/0]
via::, NullO

R1#ping FCO00:22:22:22::2
Type escape sequence to abort.

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms

Sending 5, 100-byte ICMP Echos to FC00:22:22:22::2, timeout is 2 seconds:

R2#show ipv6 route
IPv6 Routing Table - 7 entries
Codes: C - Connected, L - Local, S- Static, R - RIP, B - BGP
U - Per-user Static route
[1-ISISL1, 12-1SISL2, 1A - ISISinterarea, IS - ISIS summary
O - OSPFintra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
S ::/0[1/Q]
via2001:12:12:12::1
C 2001:12:12:12::/64 [0/0]
via::, Serid1/0
L 2001:12:12:12::2/128 [0/Q]
via::, Serid1/0
C FC00:22:22:22::/64 [0/0]
via::, FastEthernet0/0
L FCO00:22:22:22::2/128 [0/Q]
via::, FastEthernet0/0
L FE80::/10 [0/0]
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via::, NullO
L FFOO0::/8 [0/0]
via::, NullO

R2#ping fc00:11:11:11::1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto FC00:11:11:11::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/7/12 ms

Chuong XIV : Giao thirc dinh tuyén déng trong IPV6
Giao thirc dinh tuyén dong trong IPv6 khdng doi so v6i | Pv4

141 IGP
> RIPng.
> Cisco EIGRP for IPv6.
> OSPFV3.

142 EGP
» MP-BGPA4.

14.3 RIPng
R1

s51/0 R2

/ 2001:12:12:12::2
2001:12:12:132::1

s1/0
FO/0

FCOD:11:11:11::1/64 RIPng CCNA FO/0D
FC00:22:22:22::2[/64

R1(config)# ipv6 unicast-routing
R1(config)#ipv6 router rip CCNA
R1(config)# exit

R1(config)# interface s1/0
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R1(config-if)#ipv6 rip CCNA enable
R1(config)# interface f0/0
R1(config-if)#ipv6 rip CCNA enable
R2(config)# ipv6 unicast-routing
R2(config)# ipv6 router rip CCNA
R2(config)# exit

R2(config)# interface s1/0
R2(config-if)#ipv6 rip CCNA enable
R2(config)# interface f0/0
R2(config-if)#ipv6 rip CCNA enable

Kiém tra cdu hinh Ripng

R1#show ipv6 protocols
IPv6 Routing Protocol is " connected"
IPv6 Routing Protocol is"static"
IPv6 Routing Protocol is"rip CCNA™
Interfaces:
Serial /0
FastEthernet0/0
Redistribution:
None

R1#show ipv6 route
IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S- Static, R - RIP, B - BGP
U - Per-user Static route
[1-ISISL1, 12-1SISL2, IA - ISISinterarea, IS - ISIS summary
O - OSPFintra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
C 2001:12:12:12::/64 [0/0]
via::, Serid1/0
C FCO00:11:11:11::/64 [0/Q]
via::, FastEthernet0/0
L FCO00:11:11:11::1/228 [0/Q]
via::, FastEthernet0/0
R FCO00:22:22:22::/64 [120/2]
via FE80::C602: 13FF:FE5C:0, Serial1/0
L FE80::/10[0/0]
via::, NullO
L FFO0O0::/8 [0/0]
via::, NullO

R1#ping fc00:22:22:22::2
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to FC00:22:22:22::2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/8/12 ms
R2#show ipv6 protocols
IPv6 Routing Protocol is "connected"
IPv6 Routing Protocol is"static"
IPv6 Routing Protocol is"rip CCNA"
Interfaces:
FastEthernet0/0
Serial /0
Redistribution:
None

R2#show ipv6 route
IPv6 Routing Table - 7 entries
Codes: C - Connected, L - Local, S- Static, R - RIP, B - BGP
U - Per-user Static route
[1-ISISLL, 12-1SISL2, 1A - ISISinterarea, IS - ISIS summary
O - OSPFintra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
C 2001:12:12:12::/64 [0/0]
via::, Serid1/0
L 2001:12:12:12::2/128 [0/0]
via::, Serid1/0
R FCO00:11:11:11::/64 [120/2]
via FE80::C601:1AFF:FE6C:O0, Serial1/0
C FC00:22:22:22::/64 [0/0]
via::, FastEthernet0/0
L FC00:22:22:22::2/128 [0/Q]
via::, FastEthernet0/0
L FE80::/10[0/0]
via::, NullO
L FFO00::/8[0/Q]
via::, NullO

R2#ping fc00:11:11:11::1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto FC00:11:11:11::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/7/8 ms
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144 OSPFv3

OsPF V3

— — ————
—— S —
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R1 ol
f'—‘—
s1/0

7 2001:12:12:12::2
2001:12:12:12::1
o FO/0 e AREA D e

-—

/ FC00:11:11:11::1/64 I FO/0
\ ] FCO0:22:22:22::2/64

\ /
~. AREAlD

h‘-""'"-—_-'l'-'.-'.'

R1(config)# ipv6 unicast-routing
R1(config)# ipv6 router ospf 1
R1(config-rtr)# router-id 11.1.1.1
R1(config)#int s1/0
R1(config-if)#ipv6 ospf 1 area 0
R1(config)# int f0/0
R1(config-if)#ipv6 ospf 1 area 0
R2(config)# ipv6 unicast-routing
R2(config)# ipv6 router ospf 1
R2(config-rtr)# router-id 22.2.2.2
R2(config)# int s1/0
R2(config-if)# ipv6 ospf 1 area 0
R2(config)# int fO/0
R2(config-if)# ipv6 ospf 1 area 0

R1#show ipv6 ospf neighbor
Neighbor ID Pri State Dead Time InterfaceID Interface
22.2.2.2 1 FULL/- 00:00:33 6 Seriall/0

R1#show ipv6 route ospf
IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Locdl, S- Static, R - RIP, B - BGP
U - Per-user Static route
I1-ISISL1, 12-1SISL2, 1A - ISISinterarea, IS - ISIS summary

Nha C, S6 290 Tay Son, béng Ba, Ha N6i.
BDién thoai: 024.666.222.76 / 09.666.222.76

L~ <]

Website: www.i-tech.edu.vn

Qo %

Email: info@i-tech.edu.vn




— 17l I-TECH

L~ <]

Qo %

VIEN BAO TAO GNTT QUGG TE I-TEGH

O - OSPFintra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
O FCO00:22:22:22::/64 [110/74]
via FE80::C602:13FF:FE5C:0, Serial1/0

R1#ping FC00:22:22:22::2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to FC00:22:22:22::2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/8/12 ms
R2#show ipv6 ospf neighbor

Neighbor ID  Pri State Dead Time Interface ID Interface
11111 1 FULL/ - 00:00:32 6 Seriall/0

R2#show ipv6 route ospf
IPv6 Routing Table - 7 entries
Codes. C - Connected, L - Local, S- Static, R - RIP, B - BGP
U - Per-user Static route
[1-ISISLL, 12-1SISL2, 1A - ISISinterarea, IS - ISIS summary
O - OSPFintra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
Ol FCO00:11:11:11::/64 [110/74]
via FE80::C601:1AFF.FE6C.:0, Serial1/0

R2#ping FC00:11:11:11::1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto FC00:11:11:11::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/8/12 ms

145 EIGRP FOR IPv6

R1 EIGRP for IPv6
= s1/0 =
/ 2001:12:12:12::2 =
2001:12:12:12::1
s1/0
FO/0O
FCO0:11:11:11::1/64 FO/0

FCOD:22:22:22::2 /64

Cau hinh trién khai EIGRP
R1(config)# ipv6 unicast-routing
R1(config)# ipv6 router eigrp 100
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R1(config-rtr)# no shut
R1(config-rtr)# router-id 11.1.1.1
R1(config)#int s1/0
R1(config-if)#ipv6 eigrp 100
R1(config)# int f0/0
R1(config-if)#ipv6 eigrp 100
R2(config)# ipv6 unicast-routing
R2(config)# ipv6 router eigrp 100
R2(config-rtr)# no shut
R2(config-rtr)# router-id 22.2.2.2
R2(config)#int s1/0
R2(config-if)#ipv6 eigrp 100
R2(config)# int f0/0
R2(config-if)#ipv6 eigrp 100

Kiém tra ciu hinh EIGRP

R1#show ipv6 route
IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route
[1-ISISL1, 12-1SISL2, IA - ISISinterarea, IS - ISIS summary
O - OSPFintra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D FCO00:22:22:22::/64 [110/74]
via FE80::C602:13FF:FE5C:0, Serial1/0
R2#show ipv6 route
IPv6 Routing Table - 7 entries
Codes: C - Connected, L - Local, S- Static, R - RIP, B - BGP
U - Per-user Static route
[1-ISISLL, 12-1SISL2, 1A - ISISinterarea, IS - ISIS summary
O - OSPFintra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D FCO00:11:11:11::/64 [110/74]
via FE80::C601:1AFF:FE6C:0, Serial1/0

R2#ping FC00:11:11:11::1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto FC00:11:11:11::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/8/12 ms
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Chuwong XV: Cac cong nghé mang WAN

15.1 Céckiéu két ndi trong mang WAN

Diy ddng bi hoa Seriul

Puimg diy thué riéng H

Diiy khing ddng bi héa Serial

Chuyén mach kénh
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15.2 Céc kiéu két n6i méi ciia mang WAN

MPLS (Multiprotocol Label Switching).

Metro Ethernet — mang thanh pho.

VPN (Virtual Private Network) — mang riéng ao.

DSL (Digital Subcriber Line) — kénh thué bao s6, cung cap dich vu két noi
mang thong qua cap két noi dién thoai.

VSAT - mang Ve tinh .

YV VYV

A\

15.3 Kénhriéng (Leased line)

MAIL SERVER

ﬁINTERNET

POP
LEASED LINE ,
&P ROUTER
WITH IP ADDRESS

WEB SERVER i = ETHERNET
NETWORK

15.4 Giaothirc WAN

- High-level Data Link Control - Point to point Protocol (giao thirc diém
protocol (giao thirc ki€ém soét ). — diém).
- Doc quyeén clia Cisco. - Giao thirc co ban trén céc hé théng
- Khdng ho tro quatrinh xéc thuc, nén mang.
thong tin va siraloi. - H0 trg quatrinh x&c thyc thong tin, nén
- Méc dinh trén cac duong str dung théng tin vasiraloi.
day Seria két noi. - Dugc xéy deng vaphét trién dyatrén
nén tang HDLC.
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B SuperPuTTY -R1 - O X
File View Tools Helo

_/’ﬁl/ R2 - X

10.10.10.0/24

ﬁ‘ Z 10.10.10.20
10.10.10.10

R3 10.10.10.0/21 g0

R4
S = w
10.10.10.10 10.10.10.20

HDLC trén dwong két ndi sir dung day Serial.

B SuperPuTTY - R3 = O X

File  View Took Help

"Rl rRZ} R3 k R - x
OW 1NnTeEr ~

10.10.10.0/ 24

R1
s4/0
-
@’ ———~ 10.10.10.0
10.10.10.10

s4/0

R4

R3 10.10.10.0/24

ﬁl fo/o fﬂfﬂé
inininin 10.10.10.20

Vagiao thirc ARPA trén dwong két ndi sir dung day mang qua cong Fast Ethernet
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10.10.10.0/ 24

R1
s4/0 R2
:_—7 10.10.10.20 =
10.10.10.10 e

s4)0

R3 R4
10.10.10.0/24 )

ﬁl fo/fo ﬂé
nAninin 10.10.10.20

Giao thirc PPP sau khi da duwoc khdi dong trén cong mang

» Khai dong giao thirc PPP :
a. Trén Router :

R2#configureterminal
R2(config)#interface Serial 4/0
R2(config-if)#encapsulation ppp

155 Xac thuyc PPP (Point — to — Point Protocol)

PAP

CHAP

- Password Authentication Protocol
(giao thirc x&c thire bang Password).

- PAP cung cap mot phuong phap két
ndi tr xa don gian thong qua 2 buéc
bét tay két néi.

- PAP dugc thuc hién trong quatrinh
hinh thanh lién két ban dau.

- PAPciing khdng hén lamét giao
thirc xac thuc manh.

- PAP g théng tin mot cach ré rang
qua duong két noi.

Challenge handshake Authentication
Protocol.

Sau khi link PPP duoc hinh thanh,
Router s& giri mdt ban tin local chira
thong tin né da méa hoa cho két ndi tir xa
ma Router dang két noi.

Thiét bi két noi tlr xa do6 sé gvi lai cho
Router mot giatri (MD5).

Router s& kiém tralai thong tin local nd
dang mang va so sanh vai giatri no vira
nhan lai duoc tir thiét bi két noi tir xa do.
NéEu hai giatri lagiéng nhau, thi qua
trinh xéc thuc sé thanh cong, con néu
khong thi Router s& ti dong cham dut
két nbi ngay 1ap tuc.
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PPP Authentication Protocols

PAP
Central-site router
2-Way Handshake Remote Router

Username: R1
Password: cisco123
>

Accept/Reject

CHAP

Central-site Rout
en er 3-Way Handshake Remote Router

Challenge

Username: R1

Password: cisco123
>

Accept/Reject

15.6 Bai Lab: ciu hinh PAP

R1 10.10.10.0/24

3 s4/0 i
10.10.10.10 Pl lﬂ.lﬂ.lﬂ.zu.a

s4/0
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R1#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#username R2 passwor d Bachkhoa-Aptech123a@
R1(config)#interface Serial 4/0

R1(config-if)#ip address 10.10.10.10 255.255.255.0
R1(config-if)#encapsulation ppp

R1(config-if)#ppp authentication pap

R1(config-if)#ppp pap sent-username R2 passwor d Bachkhoa-Aptech123a@
R1(config-if)#no shut

R1(config-if)#end

R1#wr

R2#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#username R1 passwor d Bachkhoa-Aptech123a@
R2(config)#interface Serial 4/0

R2(config-if)#ip address 10.10.10.10 255.255.255.0
R2(config-if)#encapsulation ppp

R2(config-if)#ppp authentication pap

R2(config-if)#ppp pap sent-username R1 password Bachkhoa-Aptech123a@
R2(config-if)#no shut

R2(config-if)#end

R2#wr

15.7 Bai Lab: ciu hinh CHAP

R1 10.10.10.0/24

3 HU R2
10.10.10.10 P lﬂ.lﬂ.lﬂ.zga

s4/0

R1#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#username R2 passwor d Bachkhoa-Aptech123a@
R1(config)#interface Serial 4/0

R1(config-if)#ip address 10.10.10.10 255.255.255.0
R1(config-if)#encapsulation ppp

R1(config-if)#ppp authentication chap

R1(config-if)#no shut

R1(config-if)#end

R2#configureterminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#username R1 passwor d Bachkhoa-Aptech123a@
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R2(config)#interface Serial 4/0

R2(config-if)#ip address 10.10.10.10 255.255.255.0
R2(config-if)#encapsulation ppp
R2(config-if)#ppp authentication chap
R2(config-if)#no shut

R2(config-if)#end

R2#wr

15.8 Céacloai két n6i WAN bao gdm
» Leased Line ( Kénhriéng).
» Chuyén mach kénh.
» Chuyén mach géi (Frame Relay, MPLS).

159 LeasedLine
» Kénh truyén c6 dinh tir nguon toi dich.
> Bang thong c6 dinh.
> Kha ndng san sang 24/7.
» Giathanh cao.

MAIL SERVER

POP
LEASED LlNE]

’ ROUTER

@INTERNET

WITH IP ADDRESS

weB SErRVER URE = ETHERNET
NETWORK
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15.10 K thuat chuyén mach kénh (Circuit Switching)

> MOt dac trung noi bat clia kT thuat nay la hai tram muon trao ddi thong tin véi
nhau thi gitra ching sé dwgc thiét 1ap mot “ kénh” (circuit) ¢6 dinh, kénh két noi
nay duoc duy tri vadanh riéng cho hai tram cho ti khi cudc truyén tin két thic.
Thong tin cudc goi la trong sudt. Qua trinh thiét 1ap cudc goi tién hanh gdm 3
giai doan:

> Giai doan thiét 1ap két noi: Thuc chat quatrinh nay lalién két cac tuyén gilra cac
tram trén mang thanh mét tuyén (kénh) duy nhét danh riéng cho cudc goi. Kénh
nay déi vai PSTN la 64kb/s (do bd m& héa PCM co téc do 1dy mau tiéng noi
8kb/s va dugc ma hoa 8 hit).

> Giai doan truyén tin: Thong tin cudc goi latrong sudt. Sy trong sudt thé hién qua
hai yéu t6: thong tin khong bi thay d6i khi truyén qua mang va do tré nho.

» Giai doan gidi phéng (huy bd) két ndi: Sau khi cudc goi két thic, kénh s8 dugc
giai phong dé phuc vu cho céc cudc goi khéc.

> Qua do, ta nhan thdy mang chuyén mach kénh cé nhitng vu diém ndi bat nhw
chét lvgng duong truyén tét, 6n dinh, c6 do tré nho. Céc thiét bi mang cliachuyén
mach kénh don gian, ¢ tinh 6n dinh cao, chdng nhiéu t6t. Nhung ta cting khéng
thé khong nhic téi nhirng han ché clia phuong thire truyén di liéu nay nhu:

a. S dung bang thong khong hiéu qua: Tinh khong hiéu qua nay thé hién
gua hai yéu t6. Thr nhat, d6 rong bang thong c6 dinh 64k/s. Thi hai 1a
kénh la danh riéng cho mdt cudc goi nhat dinh. Nhu vay, ngay ca khi tin
hiéu thoai la “I&ng” (khong c6 dit liéu) thi kénh van khong duoc chia s2
cho cudc goi khac.

b. Tinh an toan: Do tin hiéu thoai dwgc glri nguyén ban trén dwong truyén
nén rdt dé bi nghe trom. Ngoai ra, duong day thué bao hoan toan co thé
bi loi dung dé an trom cudc vién thong.

c. Kha nang mé rong clia mang kénh kém: Thi* nhat la do co s& ha tang kho

nang cap va tuong thich vai cac thiét bi cli. Thi hai, d6 la han ché cliahé

—
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thong bao hiéu von da duoc s dung tir trwéc dé khdng cé kha nang tay

bién cao.

15.11 K¥ thuat chuyén mach géi (Packet Switching)

> Trong chuyén mach goi moi ban tin dwoc chia thanh céc géi tin (packet), co
khudn dang duoc quy dinh trede. Trong méi goi cling c6 chia thong tin diéu
khién: diachi tram nguon, dia chi tram dich va so thi tw clia goi tin,... Cac thong
tin diéu khién duoc toi thiéu, chira cic thong tin ma mang yéu cau dé cé thé dinh
tuyén dugc cho cac gai tin quamang va dua no toi dich. Tai moi node trén tuyén
gdi tin dvoc nhan, nhé va sau dé thi chuyén tiép cho téi cham dich. Vi k¥ thuat
chuyén mach géi trong qua trinh truyén tin cé thé dwoc dinh tuyén dong dé
truyén tin. Diéu khé khan nhat déi véi chuyén mach géi laviéc tap hop cac goi
tin dé tao ban tin ban dau dac biét la khi ma cac goi tin dwgc truyén theo nhiéu
con dwong khéac nhau téi tram dich. Chinh vi ly do trén ma céac gai tin can phai
dwoc danh dau so thi tw, diéu nay co téc dung, chong ldp, sirasai vaco thé truyén
lai khi hién twgng mat goi xay ra.

15.12 Céc wu diém cltia chuyén mach goi:

» Meém déo vahiéu suét truyén tin cao: Hiéu suat sr dung dudng truyén rét cao vi
trong chuyén mach géi khéng co kha niém kénh ¢ dinh va danh riéng, moi
dwong truyén gitra cac node co thé duoc cac tram cung chiasé cho dé truyén tin,
céc goi tin sap hang va truyén theo tdc do rat nhanh trén duong truyén.

> Kha nang tryén wu tién: Chuy&n mach géi con co thé sip thi tw cho cac goi dé
c6 thé truyén di theo mirc d6 wu tién. Trong chuyén mach géi s6 cudc goi bi tir
chéi it hon nhing phai chdp nhan mét nhwoc diém vi thoi gian tré S8 tang Ién.

» Kha nang cung cap nhiéu dich vu thoai va phi thoai.

> Thich nghi t6t néu nhu c6 16i xay ra: Déc tinh nay c6 dwoc lanhd kha nang dinh
tuyén dong clia mang.

> Bén canh nhirng wu diém thi mang chuyén mach géi cling bd 10 nhitng nhuoc

—

diém nhu:
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> Tré duong truyén 16n: Do di qua moéi tram, dit liéu duoc lwu trir, xt ly trude khi
dwoc truyén di.

> Do tin cay cllamang gbi khéng cao, dé xay ratac nghén, 16i mat ban tin

> Tinh da duong co thé gay ra lap ban tin, lam tang lwvu lvgng mang khdng can

thiét.
» Tinh bdo mat trén dwong truyén chung la khéng cao.

Pachket Switching in a Data Network

Many paths may be
used for a single
communication as
individual packets are
routed to &
destination

Prior to transmission,

each communication is Internet At the destination,
broken into packets Source Destination | Sequenca packets may be

which are addressed and ||2ddress address number reassembled into order
numbered. according to their

sequence number.

During peak periods, communication may be delayed, but not denied.

15.13 Cong nghé Frame Relay
> S dung ha tang san c6 clia nha cung cép dich vu.

» Giathanh ré hon so vai thué kénh riéng.
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15.14 Cacthudc tinh Framerelay
» Virtua Circuit:
a. Keét nbi trong cong nghé frame realy dwoc cung cap béi cac kénh 4o (Virtual
Circuit).
b. Nhiéu két ndi do trong cung 01 két ndi vat ly.
» DLCI:
a. Data link connection identifier 1a dwdng dinh danh mot duong két n6i ao trén
01 duwong vat ly nao do.
b. Giatritlr 16 -1007.
c. DLCI chicoy nghia ndi b6 trén 01 dudng truyén.

15.15 Cacloai mang Frame Relay
» Point to Point.
» Point to MultiPoint .
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Frame Relay
Cloud

15.16 Cau hinh Framerealy Point to Point

EIGRP 123

R1

<--DICI:123-- >

FRSW
2 < - - DLCI: 456 - - >

Loopback 0: 1.1.1.1 12.12.12.1
netmask: 255.255.0.0 s6/1

12.12.12.2
Loopback 0: 2.2.2.2

netmask: 255.255.0.0

R1(config)#interface loopback O

R1(config-if)#ip address 1.1.1.1 255.255.0.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#interface serial 6/0

R1(config-if)#ip address 12.12.12.1 255.255.255.0
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R1(config-if)#encapsulation frame-relay
R1(config-if)#rame-relay Imi-type ans
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#router eigrp 123
R1(config-router)#network 12.12.12.0 0.0.0.255
R1(config-router)#network 1.1.1.0 0.0.255.255
R1(config-router)#no auto-summary
R1(config-router)#exit

R1(config)#

R2(config)#interface loopback 0
R2(config-if)#ip address 2.2.2.2 255.255.0.0
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#interface serial 6/1

R2(config-if)#ip address 12.12.12.2 255.255.255.0
R2(config-if)#encapsulation frame-relay
R2(config-if)#rame-relay Imi-type ans
R2(config-if)#no shut

R2(config-if)#exit

R2(config)#router eigrp 123
R2(config-router)#network 2.2.2.0 0.0.255.255
R2(config-router)#network 12.12.12.0 0.0.0.255
R2(config-router)#no auto-summary
R2(config-router)#exit

R2(config)#

FRSW(config)#frame-relay switching
FRSW(config)#interface serial 6/1
FRSW(config-if)#encapsulation frame-relay
FRSW(config-if)#rame-relay Imi-type ans
FRSW(config-if)#frame-relay intf-type dce
FRSW(config-if)#clock rate 64000
FRSW(config-if)#rame-relay route 123 int serial 6/0 456
FRSW(config-if)#no shut

FRSW(config-if)#exit

FRSW(config)#interface serial 6/0
FRSW(config-if)#encapsulation frame-relay
FRSW(config-if)#rame-relay Imi-type ans
FRSW(config-if)#frame-relay intf-type dce
FRSW/config-if)#clock rate 64000
FRSW(config-if)#rame-relay route 456 int serial 6/1 123
FRSW(config-if)#no shut

FRSW(config-if)#exit

FRSW/(config)#
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Kiém tra cdu hinh Frame-relay va thong tin trén cac Router

FRSW#show frame-relay route

Input Intf Input DIci Output Intf  Output Dlci  Status
Serial6/0 456 Serial6/1 123 active
Serial6/1 123 Serial6/0 456 active

FRSW#show frame Imi
LMI Statistics for interface Serial6/0 (Frame Relay DCE) LMI TYPE = ANSI

Invalid Unnumbered info O Invalid Prot Disc O
Invalid dummy Call Ref 0 Invalid Msg Type O
Invalid Status Message O Invalid Lock Shift O
Invalid Information ID O Invalid Report IE Len 0
Invalid Report Request O Invalid Keep IE Len 0
Num Status Eng. Rcvd 55 Num Status msgs Sent 55
Num Update Status Sent O Num St Eng. Timeouts O
LMI Statistics for interface Serial6/1 (Frame Relay DCE) LMI TYPE = ANSI
Invalid Unnumbered info O Invalid Prot Disc O
Invalid dummy Call Ref O Invalid Msg Type O
Invalid Status Message O Invalid Lock Shift O
Invalid Information ID O Invalid Report IE Len O
Invalid Report Request O Invalid Keep IELen O
Num Status Eng. Rcvd 56 Num Status msgs Sent 56
R1#ping 2.2.2.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:
Successrate is 100 percent (5/5), round-trip min/avg/max = 32/36/40 ms
R1#show ip route
1.0.0.0/16 is subnetted, 1 subnets
C  1.1.0.0isdirectly connected, LoopbackO
2.0.0.0/16 is subnetted, 1 subnets
D  2.2.0.0[90/2297856] via 12.12.12.2, 00:08:50, Serial6/0
12.0.0.0/24 is subnetted, 1 subnets
C 12.12.12.0isdirectly connected, Serial6/0
R2#ping 1.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echosto 1.1.1.1, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 32/36/40 ms

R2#show ip route
1.0.0.0/16 is subnetted, 1 subnets

D 1.1.0.0[90/2297856] via 12.12.12.1, 00:09: 39, Serial6/1
2.0.0.0/16 is subnetted, 1 subnets

C  2.2.0.0isdirectly connected, LoopbackO
12.0.0.0/24 is subnetted, 1 subnets
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| C  12.12.12.0isdirectly connected, Serial6/1 |

15.17 M6 hinh két n6i WAN hién dai
» MPLS (Metro Ethernet).
» VPN.
» FTTH GPON.

15.18 Metro Ethernet
» Metro Wan ladich vu cung cdp mang riéng (ndi bd) véi muc dich truyén dir liéu danh
cho doanh nghiép c6 nhiéu chi nhanh, tru s trén toan qudc dua trén ha tang
MPLS/VPN Layer 2.
> Cong nghé MPLS layer 2 tan dung wu diém cla dinh tuyén IP cho phép nang cao kha
nang chuyén géi quamang, tang cudng hiéu qua hoat déng cliamang. Bong thdi ho tro
cac tinh nang QoS (Quality of Service), CoS (Class of Service) cho céac dich vu yéu

cau chat lvgng khac nhau nhu: voice, data, video...

15.19 Loiich m6 hinh M etro Ethernet
> Chat lvgng dich vu 6n dinh, Metro Wan-MPLS Layer 2 con dap (ng dwoc tat ca
cac mo hinh két noi:
a. Két ndi diém — diém (Point to point).
b. K&t ndi diém — da diém (Point to Multipoint).

c. Két noi full mesh.
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> Tiét kiém chi phi: Dich vu Metro Wan-MPLS Layer 2 gilp khach hang thiét 1ap
mang riéng voi chi phi thap do chi tao két ndi &o. Tat ca cac di€ém co thé lién hé truc
tiép v6i nhau vai chi mot két néi vat ly duy nhét tai moi dia diém.

> Tinh linh hoat: S& dung dich vu nay khéach hang dé dang m& rong mé hinh, ting
thém diém két ndi, tang bang thong, tdc do trong thoi gian st dung ma khdng can
phai thay doi mé hinh hay kién triic mang.

> Tinh bao mat cao: K&t ndi gitra cac diém duoc ma hoa, gan nhan vathiét 1ap duong

ham (tunnel) riéng trén hé thng mang I16i clia nha cung cép dich vu.

15.20 Pham vi, d6i twgng st dung dich vu
> Doi twong st dung la cac Doanh nghiép, td chirc 16n dang hoat dong trén lanh
thd Viét Nam can mdt dwong truyén riéng tdc do cao, on dinh, chat lvgng cuing
sy ho tro ky thudt t6t nhét tir Viettel, bao gdm nhu:

a. CA&c khach san lén, ngén hang..

o

Cac khu céng nghiép.

Céc truong cao dang, dai hoc.

o o

Cac dai str quan, to chirc qudc té, van phong dai dién.

@

Cac cong ty vé Iinh vuc gidi phap CNTT.

=h

Céac doanh nghiép FDI.

15.21 VPN
> VPN lacong nghé xay dung hé théng mang riéng ao nham dap (ng nhu ciu chia s
thong tin, truy cap tlr xavatiét kiém chi phi. Trudc day, dé truy cap tir xavao hé théng
mang, nguoi ta thwong st dung phuong thirc Remote Access quay s6 dua trén mang
dién thoai. Phuong thirc nay vira ton kém vira khéng an toan. VPN cho phép cac may
tinh truyén théng véi nhau théng quamét moi trudng chiasé nhv mang Internet nhung
van dam bao duoc tinh riéng tu va bao mat di liéu. D& cung cip két néi gitta cac may
tinh, cac goi théng tin dwoc bao boc bang mét header cd chira nhitng thong tin dinh

tuyén, cho phép dit liéu cd thé gl tir may truyén qua mdi tredng mang chia sé va dén
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dwoc may nhan, nhu truyén trén cac duong 6ng riéng duoc goi la tunnel. DE bao dam
tinh riéng tw va bdo mat trén mai truong chia sé nay, cac goi tin dwgc mahoava chi cd

thé giai mavéi nhitng khoathich hop, ngan ngtra treong hop "trém™ goi tin trén duong

truyén.
Internet VPN
Regiona| e __ Internet
Ofﬁce !. .-r':;.
Head-office
Regional
Office

Remote / roaming users

15.22 Céac tinh hudng théng dung ctia VPN

> Remote Access: Dap (rng nhu cau truy cap dir liéu va rng dung cho ngudi dung
& xa, bén ngoai cong ty thdng qua Internet. Vi du khi nguwdi ding muén truy cap
vao co s¢ dir liéu hay céc file server, gti nhan email tlr cac mail server ndi bd
cluacong ty.

> Site To Site: Ap dung cho c&c t6 chirc ¢ nhiéu van phong chi nhénh, giira cac
van phong can trao doi dir liéu véi nhau. Vi du mot cong ty da qudc gia cod nhu
cau chia s2 thdng tin gitra cac chi nhanh dat tai Singapore va Viét Nam, co thé
xay dwng mot hé thong VPN Site-to-Site két ndi hai site Viét Nam va Singapore
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tao mot dudng truyén riéng trén mang Internet phuc vu qua trinh truyén théng
an toan, hiéu qua.

> Intranet/ Internal VPN: Trong mot 0 td chirc, quatrinh truyén dit liéu gitta mot
sO bd phan can bdo ddm tinh riéng tu, khong cho phép nhirng bd phan khac truy

cap. Hé thdng Intranet VPN cd thé dap (*ng tinh huéng nay.

Chuong XVI: FTTH GPON

16.1 Mang quang bi dong (PON)

> PON lakiéu mang Diém — Da diém (P2M). M6i khach hang duoc két nbi
téi mang quang théng qua mét bd chia quang thu dong, vi vy khdng cé cac
thiét bi dién chi ddng trong mang phan chia va bang théng dwoc chia sé tir
nhanh dén nguoi dung.

» Tin hiéu download duwoc broadcast t¢i cac hd gia dinh, tin hiéu nay dwgc ma
hoa dé tranh viéc xem trom. Tin hiéu upload dwoc két hop bang viéc sir dung
giao thirc da truy nhap phan chia theo thoi gian (TDMA). OLT sé diéu khién
cac ONU sir dung cac khe thoi gian cho viéc truyén di liéu duong uplink.

> Uu diém cta PON land sir dung cac thiét bi splitter khong can cép ngudn, co
giathanh ré va co thé dat & bat ki dau, khéng phu thudc va cac diéu kién moi
truong, khong can phai cung cap nang lvong cho cac thiét bi gitra phong may
trung tdm va phia nguoi ding. Ngoai ra, wu diém nay con gilp cac nhakhai
théc giam duoc chi phi bao dudng, van hanh.

> Kién tric PON cho phép gidm chi phi cap soi quang vagiam chi phi cho thiét
bi tai CO do né cho phép nhiéu nguoi dung (thuong l1a 32) chia sé chung mot
S0 quang.
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16.2 Céc chuén mang quang bi dong PON

>

>

ITU-T G.983

a. APON (ATM Passive Optical Network): Day la chuan mang PON dau
tién. N6 chi yéu dwgc sir dung cho cac tng dung kinh doanh va dva trén
ATM.

b. BPON (Broadband PON): 1a mot chudn dua trén APON. NO ho tro thém
cbng nghé WDM, bang théng gianh cho dwong uplink la déng va cao
hon. N6 cling cung cap mot giao dién quan ly chuan OMCI gitta OLT va
ONU/ONT cho phép nhiéu nha cung cap dich vu cung hoat dong.

ITU-T G.984

a. GPON (Gigabit PON): la sy nang cép ctia chudn BPON. N6 hd trg téc do cao
hon, bao méat dugc tang cwdng va s da dang trong viéc lra chon giao thirc
I6p 2: ATM, GEM, Ethernet, IEEE 802.3ah

b. EPON (Ethernet PON) la mot chuan clia IEEE/EFM cho viéc st dung

Ethernet trong viéc truyén di liéu.

16.3 Ung dung cdng nghé cho dich vu Internet cap quang (FTTH)

>

FTTH GPON La cong nghé truy nhap Internet bang rong qua dudng truyén cap
quang, ngoai chtrc nang két noi Internet, FTTH cho phép ngu¢i dung truyén tin
hiéu Video, chat IP, Hdi nghi truyén hinh, IPTV, truyén file dung luong 16n,
VPN,... véi tdc do 16n cé thé 1én vai chuc Mbps téi 2.5Gbps.
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Tai sao lai 1a GPON(Gigabit Passive Optical Network)?

» Hai cong nghé Ethernet PON (EPON) va Gigabit PON (GPON) ra doi damang lai gidi
phap lam thong su6t hang loat van dé vé truy nhap bang thdng rong. Véi cac loi diém
vé kha nang ghép kénh phan chiatheo dai tan, khéng can st dung ngudn ngoai, vatoc
do chiéu xubng khoang 2,5 Gbps, GPON dang duwgc xem la cong nghé hién dai nhat
hién nay va dwgc hau hét cac nha cung cap dich vu bao gém Viettel, VNPT,

FPT..t'ng dung cho ha tang mang cung cap dich vu t&i nguoi st dung.

Nha C, S6 290 Tay Son, Bdng Ba, Ha NGi.
Dién thoai: 024.666.222.76 / 09.666.222.76

L~ <]

Website: www.i-tech.edu.vn

Qo %

Email: info@i-tech.edu.vn




